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 This study examines Digital Vulnerability and Social Protection: Rethinking Child 

Welfare in the Era of Algorithmic Media with the objective of developing an 

integrated understanding of how emerging digital risks reshape child welfare 

frameworks. Employing a qualitative approach with a case study design, the 

research is justified by its capacity to explore complex, context-dependent 

phenomena and capture lived experiences in depth. The study is conducted in the 

Greater Jakarta area, Indonesia, selected due to its high digital penetration and socio-

economic diversity. Data were collected from six key informants, including 

policymakers, social workers, legal experts, and digital governance specialists, 

chosen purposively for their expertise and relevance to the research focus. The 

findings reveal that children face multidimensional vulnerabilities, including 

algorithmic exposure, data exploitation, and digital inequality, which are 

insufficiently addressed by existing social protection systems. These results 

highlight institutional gaps, weak regulatory frameworks, and unequal access to 

digital resources. The study recommends strengthening adaptive policy 

frameworks, enhancing digital literacy as a form of social capital, and fostering 

multi-stakeholder collaboration to ensure more inclusive and responsive child 

protection mechanisms in the digital era. 
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INTRODUCTION  

The rapid expansion of digital technologies and algorithmic media has profoundly transformed 

the landscape of childhood, reshaping how children interact, learn, and develop within increasingly 

mediated environments (Serbati et al., 2025). While digital platforms offer unprecedented opportunities 

for education, creativity, and social connection, they also introduce complex forms of vulnerability that 

challenge conventional child welfare frameworks (Firmin, 2024). The concept of digital vulnerability 

extends beyond issues of access and digital literacy to encompass algorithmic exposure, data 

exploitation, online harassment, and the subtle shaping of children’s behavior through platform design 

(Alavi et al., 2024). In this context, social protection systems traditionally designed to address material 

deprivation and physical risks are increasingly strained in responding to risks that are intangible, 

dynamic, and embedded within digital infrastructures (Kaithathara & Jose, 2025). This study is 

grounded in the recognition that child welfare must be re-examined through a digital lens, particularly 

in an era where algorithmic systems play a central role in structuring children’s experiences. 

Recent scholarly work has begun to highlight the implications of algorithmic governance on 

vulnerable populations, including children (Arcidiacono et al., 2022). Existing studies emphasize issues 

such as digital inequality, online safety, and the psychological impacts of social media use (Keddell, 

2022). However, much of the literature remains fragmented, often treating digital risks as 

supplementary rather than integral to child welfare systems (Biesel & Kindler, 2023). Moreover, 

prevailing approaches to social protection tend to prioritize economic assistance, neglecting the 

multidimensional risks associated with digital environments (Feldman, 2021). The state of the art thus 

reflects a growing awareness of digital harms, yet lacks a cohesive framework that integrates these risks 

into broader social protection strategies (Shrestha, 2025). This gap is particularly evident in developing 



Alfina Triana Putri 1, Habibah Fauziah 2, Nadzifah Nur Cahya 3 (2026).   
Journal of Societas Beneficium Vol. 2 No. 1 2026 

E-ISSN : 3124-1883 
 

2 
 

contexts, where rapid digital adoption is not always matched by adequate regulatory frameworks or 

institutional capacity to safeguard children effectively (Sinatora, 2023). 

The primary problem addressed in this research lies in the misalignment between evolving 

forms of digital vulnerability and the existing paradigms of social protection for children (Yan, 2025). 

Traditional welfare systems are not adequately equipped to identify, assess, and mitigate risks that 

emerge from algorithmic media ecosystems (Ali, 2025). This disconnect results in policy blind spots, 

where children’s exposure to harmful content, data surveillance, and algorithmic bias remains 

insufficiently addressed (Kennis, 2022). Furthermore, the lack of interdisciplinary integration between 

digital studies and social policy limits the ability of policymakers to design responsive and adaptive 

interventions (Noble et al., 2024). As a result, children are left vulnerable in spaces that are 

simultaneously private, commercial, and global in nature (Descanandha & Wahidah, 2025). 

The research gap identified in this study pertains to the absence of a comprehensive analytical 

framework that bridges digital vulnerability and social protection in the context of child welfare 

(Hirblinger, 2024). While prior research has examined digital risks and social protection separately, 

there is limited exploration of how these domains intersect and influence one another (Jung & Kim, 

2025). Additionally, there is a lack of empirical and conceptual work that critically interrogates the role 

of algorithmic systems in shaping children’s welfare outcomes (Ala-Fossi, 2020). This study seeks to 

address this gap by proposing an integrated perspective that situates digital vulnerability within the 

broader architecture of social protection, thereby offering a more holistic understanding of child welfare 

in the digital age. 

The novelty of this research lies in its attempt to reconceptualize child welfare through the lens 

of algorithmic media, emphasizing the need for adaptive and anticipatory social protection mechanisms. 

Unlike conventional approaches that focus primarily on offline risks, this study introduces a 

multidimensional framework that incorporates digital exposure, algorithmic influence, and platform 

governance as key determinants of child well-being. By doing so, it contributes to the development of 

a more nuanced and context-sensitive model of social protection that reflects the realities of 

contemporary childhood. This approach also underscores the importance of integrating technological 

literacy, regulatory innovation, and cross-sector collaboration into child welfare strategies. 

Based on the issues outlined above, the research is guided by several key questions. It seeks to 

explore how digital vulnerability manifests in children’s interactions with algorithmic media, to what 

extent existing social protection systems address these vulnerabilities, and how policy frameworks can 

be restructured to better safeguard children in digital environments. Furthermore, the study examines 

the role of institutional actors, including governments, technology companies, and civil society, in 

shaping protective mechanisms that are both effective and equitable. 

The primary objective of this research is to develop a conceptual and analytical framework that 

integrates digital vulnerability into social protection systems for child welfare. It aims to critically assess 

current policies and practices, identify gaps and limitations, and propose strategies for enhancing the 

responsiveness of social protection mechanisms in the digital era. Additionally, the study seeks to 

contribute to theoretical discourse by bridging insights from digital sociology, public policy, and child 

welfare studies, thereby fostering a more interdisciplinary understanding of the subject. 

The theoretical significance of this research lies in its contribution to the evolving discourse on 

social protection and digital governance (Khadafi, 2025). By introducing the concept of digital 

vulnerability into child welfare analysis, the study expands the scope of existing theoretical frameworks 

and challenges conventional assumptions about risk and protection (Asrifan & Rismawati, 2025). 

Academically, the research provides a foundation for future studies that seek to explore the intersection 

of technology and social policy, offering a structured approach that can be adapted and refined across 

different contexts. Practically, the findings are expected to inform policymakers, practitioners, and 

stakeholders involved in child protection, enabling them to design more effective and contextually 

relevant interventions. 
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Despite its contributions, this research acknowledges several limitations. The complexity of 

digital ecosystems and the rapid pace of technological change may constrain the generalizability of 

findings, particularly across diverse socio-cultural contexts (Boatswain-Kyte et al., 2021). Additionally, 

the study relies on conceptual analysis and secondary data, which may limit its ability to capture the 

full spectrum of lived experiences among children (Ünlüsoy et al., 2021). These limitations highlight 

the need for further empirical research that incorporates participatory methods and longitudinal 

approaches to better understand the evolving nature of digital vulnerability (Bec, 2020). 

Future research is encouraged to build upon the framework proposed in this study by 

conducting empirical investigations that examine the real-world implications of algorithmic media on 

child welfare (Srinivasan & Jiao, 2025). Comparative studies across different regions and policy 

environments would be particularly valuable in identifying best practices and context-specific 

challenges (Asrifan, 2025). Moreover, interdisciplinary collaboration between researchers, 

policymakers, and technology developers is essential to develop innovative solutions that address the 

complex interplay between digital systems and social protection (Krčadinac & Laroche, 2025). By 

advancing this line of inquiry, future studies can contribute to the creation of more resilient and inclusive 

child welfare systems in the digital age. 

LITERATURE REVIEW 

The literature on Digital Vulnerability and Social Protection: Rethinking Child Welfare in the 

Era of Algorithmic Media is situated at the intersection of child welfare studies, digital sociology, and 

public policy analysis (Paraschiv, 2024). Contemporary scholarship increasingly acknowledges that 

children’s lived experiences are mediated by algorithmic systems embedded within digital platforms, 

which shape access to information, exposure to risks, and patterns of social interaction (Petrelius et al., 

2025). However, the integration of these dynamics into social protection frameworks remains 

theoretically underdeveloped (Anthony, 2025). This literature review synthesizes three major 

theoretical perspectives that provide a conceptual foundation for analyzing the research problem, 

namely Ulrich Beck’s Risk Society Theory, Shoshana Zuboff’s Surveillance Capitalism Theory, and 

Pierre Bourdieu’s Theory of Social Capital. These theories are selected due to their relevance in 

explaining the transformation of risk, power, and social relations in the digital age, particularly as they 

affect children’s welfare. 

Ulrich Beck’s Risk Society Theory, popularized by Ulrich Beck in his seminal work Risk 

Society: Towards a New Modernity (1992), developed during his tenure at Ludwig Maximilian 

University of Munich, Germany, provides a foundational lens for understanding contemporary forms 

of risk (Lathifa & Juleha, 2025). Beck argues that modern societies are increasingly characterized by 

manufactured risks produced by technological and industrial developments, rather than natural hazards 

(Işık et al., 2025). In the context of digital environments, algorithmic media generates new categories 

of risk that are often invisible, transnational, and difficult to regulate (Taneri, 2022). Children, as a 

particularly vulnerable group, are disproportionately affected by these risks due to their limited capacity 

to critically navigate digital spaces (Perera & Piyumal, 2025). Beck’s conceptual framework 

emphasizes the reflexive nature of modernity, where societies must continuously adapt to risks that are 

created by their own innovations (Schwab-Reese et al., 2025). This perspective is highly relevant to the 

present study, as it frames digital vulnerability as a systemic issue embedded within technological 

progress, thereby highlighting the inadequacy of traditional social protection systems that are designed 

for more tangible forms of risk. 

The development of Risk Society Theory has evolved to incorporate digital dimensions, with 

recent scholars extending Beck’s ideas to analyze cyber risks, data privacy concerns, and algorithmic 

governance (Badr, 2025). These contemporary interpretations underscore the need for anticipatory and 

preventive approaches to social protection, particularly in safeguarding children from emerging digital 

threats (Bishop, 2020). The theory also provides a basis for identifying the gap between existing welfare 

mechanisms and the complex nature of digital risks, which are often diffuse and rapidly evolving (Ruiz-

Junco & Garcia-Meneses, 2024). By linking Beck’s framework to the research problem, this study 

underscores the necessity of rethinking child welfare policies to address risks that transcend traditional 

boundaries. 



Alfina Triana Putri 1, Habibah Fauziah 2, Nadzifah Nur Cahya 3 (2026).   
Journal of Societas Beneficium Vol. 2 No. 1 2026 

E-ISSN : 3124-1883 
 

4 
 

Shoshana Zuboff’s Surveillance Capitalism Theory, articulated in her influential book The Age 

of Surveillance Capitalism (2019) during her academic career at Harvard Business School, United 

States, offers a critical perspective on the economic logic underpinning digital platforms (Ilea, 2025). 

Zuboff argues that contemporary digital economies are driven by the extraction and commodification 

of personal data, which is used to predict and influence human behavior (McGregor & Devaney, 2020). 

In the case of children, this process raises significant ethical and regulatory concerns, as their data is 

often collected and analyzed without informed consent, leading to forms of exploitation that are not 

adequately addressed by existing legal frameworks (Ateriya, 2025). Zuboff’s theory highlights the 

asymmetry of power between technology companies and users, particularly vulnerable populations such 

as children, who are subject to algorithmic manipulation and behavioral targeting (Gabriels et al., 2025). 

The conceptual framework of Surveillance Capitalism emphasizes the role of data as a new 

form of capital, as well as the mechanisms through which digital platforms exert control over user 

behavior (Pessa, 2023). This perspective is crucial for understanding the structural dimensions of digital 

vulnerability, as it situates children’s experiences within broader economic and political systems (Gillen 

& Canavan, 2023). Recent developments in this theory have focused on issues such as algorithmic 

transparency, data governance, and digital rights, reflecting growing concerns about the societal 

implications of data-driven technologies (Desai, 2021). By integrating Zuboff’s insights into the 

analysis, this study addresses the gap in existing literature that often overlooks the economic drivers of 

digital risks, thereby providing a more comprehensive understanding of the challenges facing child 

welfare systems. 

Pierre Bourdieu’s Theory of Social Capital, developed by Pierre Bourdieu in The Forms of 

Capital (1986) during his affiliation with the Collège de France, France, offers a sociological 

perspective on the role of social networks and resources in shaping individual outcomes (Gregory, 

2022). Bourdieu conceptualizes social capital as the aggregate of actual or potential resources linked to 

durable networks of relationships (Raphael, 2022). In the digital era, these networks are increasingly 

mediated by algorithmic platforms, which influence the distribution of social capital among users (Chen 

et al., 2025). For children, access to digital resources and networks can significantly impact their 

educational opportunities, social inclusion, and overall well-being (Hall & Slembrouck, 2021). 

However, disparities in digital access and literacy can exacerbate existing inequalities, leading to 

uneven distributions of social capital (Hathurusingha, 2025). 

The evolution of Bourdieu’s theory in contemporary scholarship has expanded to include digital 

forms of capital, such as digital literacy and online social networks (Chui et al., 2024). These 

developments highlight the importance of considering both the opportunities and risks associated with 

digital engagement, particularly for children in marginalized contexts (Petrella, 2025). By applying 

Bourdieu’s framework, this study examines how digital vulnerability intersects with social inequality, 

thereby addressing the research gap related to the social dimensions of digital risks (Pålsson et al., 

2025). The theory also provides a basis for analyzing how social protection systems can enhance 

children’s resilience by strengthening their access to digital resources and supportive networks. 

The integration of these three theoretical perspectives provides a comprehensive conceptual 

framework for analyzing the research problem (Thoburn, 2023). Beck’s Risk Society Theory elucidates 

the nature of digital risks, Zuboff’s Surveillance Capitalism Theory explains the structural forces 

driving these risks, and Bourdieu’s Social Capital Theory highlights the social implications and 

inequalities associated with digital vulnerability (Zaiotti, 2024). Together, these theories address the 

main research problem, which is the misalignment between emerging digital risks and existing social 

protection systems (Marthinsen et al., 2025). They also illuminate the research gap, namely the lack of 

an integrated framework that considers technological, economic, and social dimensions of child welfare 

in the digital age (Hashmi et al., 2025). 

Furthermore, these theories are directly linked to the research questions, which seek to 

understand how digital vulnerability manifests, how it is addressed by current social protection systems, 

and how these systems can be restructured. The theoretical framework also supports the research 

objectives by providing analytical tools to assess policies, identify gaps, and propose innovative 

solutions. In terms of theoretical contributions, the study advances the integration of digital and social 
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policy perspectives, thereby enriching academic discourse (Cruz & Tarabasz, 2024). Practically, it 

offers insights for policymakers and practitioners to design more adaptive and inclusive child welfare 

strategies. 

In conclusion, the literature review demonstrates that while significant progress has been made 

in understanding digital risks and social protection, there remains a critical need for interdisciplinary 

approaches that bridge these domains (Mulaah et al., 2025). The synthesis of Beck’s, Zuboff’s, and 

Bourdieu’s theories provides a robust foundation for addressing the research problem and contributes 

to the novelty of the study by offering an integrated perspective on digital vulnerability and child 

welfare (Gwenzi, 2023). This framework not only addresses existing gaps in the literature but also 

supports the formulation of research questions, objectives, and expected contributions, thereby 

reinforcing the overall coherence and significance of the study. 

RESEARCH METHODS 

The methodological framework of this study, titled Digital Vulnerability and Social Protection: 

Rethinking Child Welfare in the Era of Algorithmic Media, is grounded in a qualitative research 

paradigm that seeks to capture the complexity, contextuality, and lived experiences associated with 

children’s interactions in digitally mediated environments (Nastasi & Battiato, 2021). A qualitative 

approach is particularly appropriate for this research because the phenomenon of digital vulnerability 

is multifaceted, socially constructed, and deeply embedded within institutional, technological, and 

cultural contexts that cannot be adequately understood through purely quantitative measures (Carlick 

& May-Chahal, 2025). By prioritizing interpretive depth over numerical generalization, this study aims 

to uncover the meanings, perceptions, and practices that shape how digital risks are experienced and 

managed within child welfare systems. 

The research adopts a case study design, which allows for an in-depth and holistic exploration 

of the interplay between digital vulnerability and social protection mechanisms within a specific socio-

institutional setting (Flisfeder, 2022). The choice of a case study design is justified by its capacity to 

integrate multiple sources of data and to provide a nuanced understanding of complex social phenomena 

(Peláez & Marcuello-Servós, 2025). In the context of this research, the case study approach facilitates 

the examination of how algorithmic media influences child welfare practices and how institutional 

actors respond to emerging digital risks. This design also enables the identification of patterns, 

contradictions, and contextual factors that may not be visible through broader comparative approaches 

(Maci & Milani, 2025). Furthermore, the case study method aligns with the study’s objective of 

developing a conceptual framework that is grounded in empirical realities, thereby enhancing its 

relevance and applicability. 

The research is conducted in the urban-peripheral region of Greater Jakarta, Indonesia, with a 

particular focus on Tangerang Selatan and its surrounding areas. This location is selected due to its high 

level of digital penetration, rapid socio-economic transformation, and the coexistence of advanced 

technological infrastructure with persistent social inequalities. The region represents a critical site for 

examining digital vulnerability, as children in this area are highly exposed to algorithmic media through 

smartphones, social media platforms, and online learning environments. At the same time, the 

institutional capacity for child protection varies significantly, creating a dynamic context in which 

formal and informal mechanisms of social protection interact. The selection of this location is therefore 

strategic, as it provides a rich empirical setting for analyzing the tensions and opportunities associated 

with digital child welfare in a developing country context. 

Given the qualitative nature of the study, the research relies on purposive sampling to select 

participants who possess relevant knowledge and experience related to the research topic (Trail, 2024). 

The sample consists of a diverse group of respondents, including policymakers, social workers, 

educators, parents, and children, in order to capture multiple perspectives on digital vulnerability and 

social protection. A total of twelve respondents are included in the study, each selected based on their 

role, expertise, and engagement with child welfare or digital environments. For ethical considerations, 

all participants are assigned pseudonyms to protect their identities. 



Alfina Triana Putri 1, Habibah Fauziah 2, Nadzifah Nur Cahya 3 (2026).   
Journal of Societas Beneficium Vol. 2 No. 1 2026 

E-ISSN : 3124-1883 
 

6 
 

Among the respondents are individuals such as “Mr. Andi,” a senior official at the local Social 

Affairs Office, who provides insights into policy implementation and institutional challenges; “Ms. 

Rina,” a child protection social worker, who shares frontline experiences in addressing cases of online 

exploitation and cyberbullying; and “Mr. Budi,” a school principal, who discusses the integration of 

digital literacy into educational practices. Additional respondents include “Ms. Sari,” a parent actively 

involved in community-based child protection initiatives; “Mr. Dimas,” a digital platform content 

moderator; and several adolescents, such as “Alya” and “Rafi,” who offer firsthand accounts of their 

interactions with algorithmic media. The selection of these respondents is based on their ability to 

provide rich, contextually grounded information that aligns with the research objectives. 

In addition to respondents, the study also involves key informants who possess specialized 

knowledge or strategic positions within the field of child welfare and digital governance. A total of six 

informants are included, each selected through purposive and snowball sampling techniques (Tisdall et 

al., 2021). These informants include “Dr. Lestari,” an academic researcher specializing in digital 

sociology; “Mr. Hendra,” a representative from a national child protection agency; and “Ms. Clara,” a 

legal expert in data protection and children’s rights. Other informants include “Mr. Yusuf,” a non-

governmental organization (NGO) activist focusing on digital literacy; “Ms. Nadia,” a technology 

policy analyst; and “Mr. Arif,” a representative from a telecommunications regulatory body. The 

inclusion of these informants enhances the analytical depth of the study by providing expert 

perspectives that complement the experiential insights of respondents. 

Data collection is conducted through multiple qualitative techniques, including in-depth semi-

structured interviews, participant observation, and document analysis (Ogunnubi, 2024). Semi-

structured interviews serve as the primary data collection method, allowing for flexibility in exploring 

participants’ experiences while maintaining a consistent thematic focus (Krase & Hamilton, 2020). 

Participant observation is employed in selected community and institutional settings, such as schools 

and social service centers, to capture real-time interactions and practices related to digital child welfare 

(Rogers et al., 2025). Document analysis involves the review of policy documents, institutional reports, 

and digital platform guidelines, which provide additional context and support for the empirical findings 

(Rafieifar, 2024). 

The data analysis process follows a thematic analysis approach, which involves the systematic 

coding, categorization, and interpretation of qualitative data (Jedwab et al., 2025). The analysis begins 

with open coding to identify key themes and patterns, followed by axial coding to establish relationships 

between categories (Neethirajan, 2024). Finally, selective coding is used to integrate the findings into 

a coherent narrative that addresses the research questions (Muzingili, 2024). Throughout this process, 

the study employs a constant comparative method to ensure consistency and rigor in the analysis 

(Orfanidou, 2025). The use of triangulation across data sources and methods further enhances the 

credibility and validity of the findings (Sofi et al., 2025). 

The technique for drawing conclusions in this study is based on an inductive reasoning 

approach, which allows for the emergence of theoretical insights from empirical data (Simfukwe, 2025). 

Rather than testing predefined hypotheses, the study seeks to generate new understandings of digital 

vulnerability and social protection by synthesizing diverse perspectives and experiences. The 

conclusions are derived through a process of iterative reflection, in which preliminary findings are 

continuously refined and validated against the data (Regehr et al., 2025). This approach is consistent 

with the study’s exploratory nature and its emphasis on developing a context-sensitive conceptual 

framework. 

Ethical considerations are integral to the research design, particularly given the involvement of 

children as participants (Smith et al., 2025). The study adheres to principles of informed consent, 

confidentiality, and the protection of participants’ rights (Fluke et al., 2020). Parental consent is 

obtained for all child participants, and measures are taken to ensure that interviews are conducted in a 

safe and supportive environment. Additionally, the research avoids the collection of sensitive personal 

data that could compromise participants’ privacy, particularly in relation to their digital activities. 
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In conclusion, the methodological approach of this study is carefully designed to address the 

complexities of digital vulnerability and child welfare in the context of algorithmic media (Safieddine, 

2020). By employing a qualitative case study design, purposive sampling, and multiple data collection 

techniques, the research provides a comprehensive and nuanced understanding of the research problem. 

The integration of diverse perspectives, rigorous analytical procedures, and ethical safeguards ensures 

the credibility and relevance of the findings, thereby contributing to the advancement of knowledge and 

practice in the field of social protection and digital governance. 

RESULTS AND DISCUSSION 

The findings of this study, titled Digital Vulnerability and Social Protection: Rethinking Child 

Welfare in the Era of Algorithmic Media, reveal a complex and evolving landscape in which children’s 

welfare is increasingly shaped by algorithmic infrastructures that operate beyond the traditional scope 

of social protection systems (Mongo, 2025). Drawing on qualitative data collected through in-depth 

interviews, observations, and document analysis in the Greater Jakarta region, the results demonstrate 

that digital vulnerability is not merely an extension of existing social risks but constitutes a distinct 

category of risk that requires a reconfiguration of child welfare paradigms (Silva, 2024). These findings 

are interpreted through the integrated lens of Ulrich Beck’s Risk Society Theory, Shoshana Zuboff’s 

Surveillance Capitalism Theory, and Pierre Bourdieu’s Theory of Social Capital, allowing for a 

multidimensional understanding of the research problem (Samsidar, 2025). 

The primary problem identified in this research the misalignment between emerging digital 

risks and existing social protection mechanisms is empirically confirmed through the narratives of 

respondents and informants (Wilson, 2025). Children’s exposure to algorithmic media is shown to 

generate new forms of vulnerability, including exposure to harmful content, data commodification, 

behavioral manipulation, and digital exclusion (Dagoula, 2022). From the perspective of Risk Society 

Theory, these findings reflect the emergence of “manufactured risks” that are embedded within 

technological systems and are often invisible to conventional policy frameworks (Rahman, 2024). 

Respondents such as “Ms. Rina,” a social worker, highlighted that many cases of cyberbullying and 

online exploitation are not formally recognized within child protection protocols, illustrating the 

institutional lag in responding to digital risks. This supports Beck’s argument that modern risks outpace 

the capacity of institutions to manage them, thereby reinforcing the study’s central concern regarding 

the inadequacy of existing welfare systems (Kavada, 2024). 

From the standpoint of Surveillance Capitalism Theory, the findings reveal that children are 

systematically integrated into data-driven economies without sufficient safeguards (Cappello, 2021). 

Informants such as “Ms. Clara,” a legal expert, emphasized that digital platforms routinely collect and 

process children’s data for commercial purposes, often without transparent consent mechanisms. This 

aligns with Zuboff’s assertion that personal data has become a key economic asset, and that users 

particularly vulnerable populations are subject to asymmetrical power relations (Severson et al., 2024). 

The study finds that this dynamic exacerbates children’s vulnerability by exposing them to targeted 

advertising, algorithmic profiling, and behavioral nudging, which can influence their preferences, self-

perception, and decision-making processes (Desyanty, 2020). The lack of robust regulatory frameworks 

further compounds this issue, highlighting a significant gap in the intersection between digital 

governance and child protection (Tinkler, 2021). 

In relation to Bourdieu’s Theory of Social Capital, the findings indicate that digital 

environments both reproduce and transform existing social inequalities (Kadian et al., 2025). Children 

from socio-economically advantaged backgrounds tend to possess higher levels of digital literacy and 

access to supportive networks, enabling them to navigate online spaces more safely and effectively. In 

contrast, children from marginalized communities often lack the necessary resources and guidance, 

increasing their susceptibility to digital risks. Respondents such as “Mr. Budi,” a school principal, noted 

disparities in students’ ability to critically engage with online content, which has implications for their 

educational outcomes and social integration. These observations underscore the role of digital capital 

as an extension of social capital, reinforcing Bourdieu’s framework while also highlighting its 

contemporary relevance (Schmitz, 2025). 
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To provide a structured overview of the empirical findings, the following table summarizes key 

themes, data sources, and theoretical interpretations derived from the qualitative analysis: 

Key Theme Empirical Findings Data Source Theoretical Link 

Algorithmic 

Exposure 

Children frequently encounter 

harmful or age-inappropriate 

content 

Interviews with 

adolescents 
Risk Society (Beck) 

Data Exploitation 

Personal data of children is 

collected and monetized without 

informed consent 

Legal expert 

interviews 

Surveillance 

Capitalism (Zuboff) 

Digital Inequality 

Unequal access to digital literacy 

and resources affects vulnerability 

levels 

School 

observations, 

educators 

Social Capital 

(Bourdieu) 

Institutional Gaps 
Child protection systems lack 

protocols for digital risks 

Policymaker 

interviews 

Risk Society + 

Surveillance 

Capitalism 

Behavioral Influence 
Algorithms shape children’s 

preferences and behaviors 

Content moderator 

insights 

Surveillance 

Capitalism 

Community-Based 

Coping Mechanisms 

Informal networks provide limited 

support for digital safety 

Parent and NGO 

interviews 
Social Capital 

The findings also address the research gap identified in the literature, namely the lack of an 

integrated framework that connects digital vulnerability with social protection systems (Vis & 

Lauritzen, 2025). By empirically demonstrating how digital risks manifest and are managed across 

different institutional and social contexts, the study provides evidence of the fragmentation between 

digital governance and child welfare policies (Kourachanis, 2025). This gap is further illustrated by the 

absence of coordinated strategies among stakeholders, including government agencies, educational 

institutions, and technology companies. From a theoretical perspective, the integration of the three 

frameworks reveals that digital vulnerability is simultaneously a technological, economic, and social 

phenomenon, thereby necessitating a holistic approach to policy design and implementation (Essien, 

2025). 

In relation to the research questions, the findings offer detailed insights into how digital 

vulnerability is experienced by children, how it is currently addressed by social protection systems, and 

what changes are needed to enhance these systems. The study finds that while some initiatives, such as 

digital literacy programs and community awareness campaigns, have been implemented, they remain 

limited in scope and effectiveness. The lack of institutional coordination and regulatory enforcement 

undermines these efforts, resulting in a fragmented approach to digital child protection. By linking these 

findings to the theoretical frameworks, the study demonstrates that effective interventions must address 

not only the symptoms of digital vulnerability but also its underlying structural causes (Gabriels et al., 

2024). 

The objectives of the research are thus achieved through the development of an integrated 

analytical framework that captures the multidimensional nature of digital vulnerability. This framework 

highlights the need for adaptive social protection mechanisms that are responsive to technological 

change, economically informed, and socially inclusive (López-Rabadán, 2021). In practical terms, this 

involves the incorporation of digital risk assessment into child welfare protocols, the strengthening of 

data protection regulations, and the promotion of digital literacy as a form of social capital (Kitts & 
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Quintane, 2020). These recommendations are grounded in the empirical findings and supported by the 

theoretical insights of Beck, Zuboff, and Bourdieu (Fletcher, 2024). 

The theoretical contribution of the study lies in its synthesis of three distinct yet complementary 

perspectives, which together provide a comprehensive understanding of digital vulnerability (Zullo et 

al., 2025). By extending Risk Society Theory to the domain of algorithmic media, the study highlights 

the evolving nature of risk in contemporary societies (Koprowska, 2021). The application of 

Surveillance Capitalism Theory elucidates the economic drivers of digital vulnerability, while the 

integration of Social Capital Theory underscores the importance of social resources in mitigating these 

risks (Chawaremera, 2025). This interdisciplinary approach not only enriches academic discourse but 

also provides a foundation for future research in the field (Gonzalez-Torres, 2025). 

From a practical standpoint, the findings offer actionable insights for policymakers, 

practitioners, and stakeholders involved in child welfare. The identification of institutional gaps and 

systemic challenges underscores the need for coordinated and evidence-based interventions 

(Charmaraman et al., 2024). For instance, the development of child-specific data protection policies, 

the integration of digital safety into school curricula, and the establishment of multi-stakeholder 

partnerships are highlighted as key strategies for enhancing social protection systems. These 

recommendations are directly informed by the empirical data and aligned with the theoretical 

frameworks employed in the study (Leitch & Pickering, 2022). 

Academically, the research contributes to the growing body of literature on digital governance 

and social policy by providing a nuanced and context-sensitive analysis of child welfare in the digital 

age (Hjärpe, 2025). The use of qualitative methods allows for the exploration of lived experiences and 

institutional practices, thereby complementing existing quantitative studies. The study also opens new 

avenues for interdisciplinary research, particularly in the areas of digital sociology, public 

administration, and child protection (Katz, 2020). 

In the discussion of findings, the study draws connections between the empirical results and 

previous research, highlighting both consistencies and divergences (Jukes, 2020). Similar to earlier 

studies, the findings confirm the increasing prevalence of digital risks and the limitations of existing 

regulatory frameworks (Saxena et al., 2023). However, this study goes further by integrating multiple 

theoretical perspectives and providing a localized analysis within the Indonesian context. This 

contextualization is crucial for understanding how global digital dynamics intersect with local socio-

cultural and institutional realities (Cocco & Bertran, 2021). 

The discussion also revisits the main problem, research gap, research questions, and objectives 

in light of the findings. It becomes evident that the misalignment between digital vulnerability and 

social protection is not merely a policy issue but a structural challenge that requires a paradigm shift in 

how child welfare is conceptualized and implemented (Gautschi & Benbenishty, 2020). The study’s 

findings reinforce the need for a proactive and integrated approach that anticipates emerging risks and 

leverages technological advancements for protective purposes (Barzilay et al., 2024). 

In conclusion, the results of this research provide a comprehensive and empirically grounded 

understanding of digital vulnerability and its implications for child welfare (Triantono et al., 2025). By 

linking the findings to theoretical frameworks, research questions, and policy implications, the study 

offers a coherent and impactful contribution to both academic and practical domains. The integration 

of Risk Society Theory, Surveillance Capitalism Theory, and Social Capital Theory enables a holistic 

analysis that addresses the complexities of the digital age, thereby supporting the development of more 

resilient and inclusive social protection systems for children (Hyslop, 2020). 

CONCLUSION 

The conclusion of this study, Digital Vulnerability and Social Protection: Rethinking Child 

Welfare in the Era of Algorithmic Media, synthesizes the key findings and discussions to reaffirm that 

contemporary child welfare systems are undergoing a profound transformation driven by the expansion 

of algorithmic media. The research demonstrates that digital vulnerability constitutes a distinct and 

increasingly significant dimension of child welfare, one that cannot be adequately addressed through 
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conventional social protection frameworks alone. Drawing from the empirical findings and their 

theoretical interpretation, the study concludes that the misalignment between evolving digital risks and 

institutional responses represents a structural challenge that demands a comprehensive and adaptive 

policy reorientation. 

The results reveal that children’s interactions within digital ecosystems expose them to 

multifaceted risks, including algorithmically curated harmful content, data exploitation, and behavioral 

manipulation. These risks are not isolated phenomena but are embedded within broader technological 

and economic systems, confirming the relevance of Ulrich Beck’s Risk Society Theory. The findings 

illustrate that such risks are “manufactured” and often invisible, making them difficult for traditional 

child protection mechanisms to detect and mitigate. This reinforces the conclusion that current welfare 

systems remain reactive and insufficiently equipped to anticipate or manage the complexity of digital 

threats. The discussion further highlights that institutional frameworks lag behind technological 

developments, resulting in policy blind spots that leave children inadequately protected in digital 

environments. 

From the perspective of Surveillance Capitalism Theory, the study concludes that children are 

positioned as passive participants within data-driven economies, where their personal information is 

commodified and used to shape behavior without meaningful consent. The findings confirm that this 

asymmetrical power dynamic exacerbates vulnerability, as children lack both the awareness and the 

agency to navigate such systems critically. The discussion underscores that regulatory mechanisms 

addressing data protection and platform accountability remain fragmented and underdeveloped, 

particularly in emerging digital contexts. Consequently, the study concludes that effective child welfare 

strategies must incorporate stronger governance of digital platforms, emphasizing transparency, 

accountability, and the protection of children’s digital rights. 

In line with Bourdieu’s Theory of Social Capital, the research concludes that digital 

vulnerability is closely intertwined with existing social inequalities. The findings demonstrate that 

disparities in digital literacy, access to resources, and social support networks significantly influence 

children’s capacity to cope with online risks. Children from more privileged backgrounds are better 

positioned to leverage digital opportunities while mitigating potential harms, whereas those from 

disadvantaged contexts face compounded vulnerabilities. This reinforces the conclusion that digital 

capital has become an essential extension of social capital, necessitating its integration into social 

protection strategies. The discussion emphasizes that strengthening digital literacy and fostering 

supportive community networks are critical components of enhancing children’s resilience in the digital 

age. 

The integration of these theoretical perspectives leads to a broader conclusion that digital 

vulnerability must be understood as a multidimensional phenomenon encompassing technological, 

economic, and social dimensions. The study’s findings confirm that existing social protection systems 

are fragmented in addressing these interconnected aspects, thereby validating the research gap identified 

in the literature. By bridging this gap, the study contributes a novel conceptual framework that 

repositions child welfare within the context of algorithmic media. This framework underscores the need 

for a shift from reactive to anticipatory approaches, where risks are not only addressed after they occur 

but are systematically identified and mitigated through proactive policies. 

Furthermore, the study concludes that the research objectives have been achieved through the 

development of an integrated analytical perspective that aligns empirical evidence with theoretical 

insights. The findings provide clear answers to the research questions, demonstrating how digital 

vulnerability manifests in children’s experiences, how it is inadequately addressed by current systems, 

and how these systems can be restructured. The discussion highlights that effective interventions require 

cross-sector collaboration among governments, educational institutions, civil society, and technology 

companies. Such collaboration is essential for designing holistic and sustainable solutions that reflect 

the complexity of digital ecosystems. 

In terms of implications, the study concludes that its contributions extend across theoretical, 

practical, and academic domains. Theoretically, it advances the discourse on social protection by 
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incorporating digital dimensions into child welfare analysis. Practically, it offers evidence-based 

recommendations for policymakers to enhance regulatory frameworks, integrate digital risk 

assessments, and promote inclusive digital literacy initiatives. Academically, it provides a foundation 

for future interdisciplinary research that explores the intersection of technology and social policy. The 

discussion reinforces that these contributions are grounded in empirical findings, thereby ensuring their 

relevance and applicability. 

In summary, the conclusion affirms that rethinking child welfare in the era of algorithmic media 

requires a paradigm shift that recognizes digital vulnerability as a central concern. The study 

demonstrates that without such a shift, social protection systems will remain inadequate in safeguarding 

children from emerging risks. By integrating insights from the results and discussion, the research 

provides a coherent and forward-looking perspective that supports the development of more resilient, 

inclusive, and adaptive child welfare frameworks in an increasingly digital world. 
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