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INTRODUCTION

The rapid expansion of Indonesia’s digital ecosystem has transformed the structure of social
interaction, commercial transactions, financial services, public administration, and cross-border
information exchange (Lopez, 2025). Digitalization has accelerated the integration of electronic
systems into everyday life through e-commerce platforms, financial technology services, digital
banking, artificial intelligence, cloud computing, and social media networks. While this transformation
has generated significant economic opportunities and improved public access to digital services, it has
simultaneously increased the vulnerability of personal data misuse, unauthorized access, cyber fraud,
identity theft, and unlawful dissemination of private information (Haider & Afzal, 2025). The growing
dependence on digital infrastructure has therefore positioned personal data protection as a central issue
within contemporary legal discourse, particularly in relation to human rights, state responsibility, legal
certainty, and regulatory governance (Mugamba, 2025). In Indonesia, concerns regarding data breaches
involving public institutions and private corporations have intensified public demands for stronger legal
safeguards and more effective regulatory enforcement mechanisms (Inomovich, 2023).

The legal protection of personal data is fundamentally connected to the constitutional
recognition of privacy rights and the protection of individual dignity (Cooman, 2025). Within the
Indonesian legal framework, the enactment of Law Number 27 of 2022 concerning Personal Data
Protection represents a significant milestone in the development of national cyber law and digital
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governance (Fonseca & Alves, 2024). The law reflects Indonesia’s attempt to harmonize domestic
regulations with international standards of data protection while addressing the increasing complexity
of digital economic activities (Cleynenbreugel, 2025). Nevertheless, the practical implementation of the
law continues to face substantial challenges. Regulatory fragmentation, institutional overlap, limited
supervisory capacity, inconsistent enforcement practices, and insufficient public awareness have
weakened the effectiveness of legal protection mechanisms (Crespo, 2024). Consequently, the existence
of formal legislation has not automatically produced adequate legal certainty for data subjects, business
actors, or state institutions operating within the digital ecosystem (Cleynenbreugel & Grozdanovski,
2025).

The state of the art of this research demonstrates that previous studies have primarily focused
on normative examinations of personal data protection laws, comparative analyses between Indonesian
regulations and international frameworks such as the General Data Protection Regulation (GDPR), or
discussions concerning cybersecurity and digital privacy from technological perspectives (Mdslein,
2025). Several scholars have analyzed the urgency of personal data protection in Indonesia,
emphasizing the importance of privacy rights within democratic governance and digital commerce
(Abudusattorov, 2025). Other studies have discussed institutional accountability, cybercrime
prevention, and the legal consequences of data leakage incidents (Achour, 2025). However, many
existing studies remain limited in examining the relationship between regulatory enforcement and legal
certainty in an integrated manner. Prior research often treats enforcement challenges as administrative
issues without sufficiently analyzing their implications for legal predictability, investor confidence,
public trust, and the protection of constitutional rights (Zalnieriute, 2025). Moreover, limited attention
has been given to the interaction between regulatory institutions, private digital platforms, and
transnational digital corporations operating within Indonesia’s digital jurisdiction.

The main problem examined in this research concerns the inconsistency between normative
legal guarantees and the practical realities of personal data protection enforcement in Indonesia.
Although Indonesia has established a dedicated legal framework for personal data protection, various
incidents of data leakage continue to occur, indicating weaknesses in institutional coordination and
enforcement effectiveness (Aliu, 2025). In practice, law enforcement agencies frequently encounter
obstacles related to jurisdictional ambiguity, evidentiary limitations, technological disparities, and
inadequate inter-agency cooperation (Episcopo, 2025). Furthermore, digital platform operators often
prioritize commercial interests over comprehensive data security obligations, thereby increasing risks
for consumers and users (Grozdanovski, 2025a). This condition creates uncertainty regarding the
accountability of data controllers and processors, as well as uncertainty concerning the legal remedies
available for victims of data misuse. The absence of consistent sanctions and effective supervisory
mechanisms also contributes to uneven legal implementation across sectors (Aliu & Aliu, 2025).

The research gap identified in this study lies in the insufficient scholarly examination of how
regulatory enforcement challenges directly influence the realization of legal certainty within
Indonesia’s evolving digital ecosystem. Existing literature tends to emphasize either doctrinal legal
analysis or technical cybersecurity issues separately, without comprehensively integrating institutional,
normative, and enforcement dimensions (Cheng & Gong, 2024). Furthermore, previous studies rarely
evaluate the effectiveness of Indonesia’s personal data protection regime through the perspective of
legal certainty theory and regulatory governance simultaneously. This research therefore seeks to bridge
the gap between normative legal protection and empirical enforcement realities by critically analyzing
the effectiveness of institutional mechanisms, regulatory coherence, and enforcement practices in
ensuring sustainable legal protection for personal data subjects.

The novelty of this research is reflected in its interdisciplinary and integrative approach toward
personal data protection within Indonesia’s digital ecosystem. This study not only examines the
normative construction of personal data protection regulations but also evaluates the institutional
dynamics that affect enforcement effectiveness and legal certainty. Unlike prior studies, this research
specifically connects legal certainty theory with digital governance challenges, emphasizing the
interaction between state authority, technological transformation, and transnational digital economic
activities (Zweistra, 2024). The research also offers a conceptual framework for strengthening
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regulatory harmonization, institutional accountability, and adaptive legal governance in response to
rapidly evolving digital technologies. Through this approach, the study contributes new perspectives
regarding the relationship between cyber regulation, constitutional rights protection, and digital
economic sustainability in Indonesia.

Based on the background and identified research gap, the research questions in this study are
formulated as follows: how is personal data protection legally regulated within Indonesia’s digital
ecosystem; what challenges are faced in the enforcement of personal data protection regulations in
Indonesia; and how can regulatory enforcement mechanisms be strengthened to ensure greater legal
certainty and effective protection of personal data rights. These questions are intended to guide the
analytical framework of the research while ensuring systematic examination of both normative and
practical dimensions of personal data protection.

The objective of this research is to analyze the legal framework governing personal data
protection in Indonesia and to evaluate the effectiveness of regulatory enforcement mechanisms within
the national digital ecosystem. The study also aims to identify institutional and normative obstacles that
hinder legal certainty in the implementation of personal data protection laws. In addition, this research
seeks to formulate legal and policy recommendations that may strengthen enforcement capacity,
improve regulatory coordination, and enhance the protection of individual privacy rights in Indonesia’s
digital society.

The theoretical benefit of this research lies in its contribution to the development of legal theory
concerning digital rights protection, cyber law, and regulatory governance (Saraya et al., 2025). The
study enriches academic discourse regarding the relationship between legal certainty and enforcement
effectiveness in the context of technological transformation. From an academic perspective, this
research provides a comprehensive reference for scholars, researchers, and students interested in
personal data protection, digital governance, and constitutional law studies. The research also expands
comparative discussions concerning the adaptation of national legal systems to global digitalization
trends. Practically, the findings of this study are expected to assist policymakers, legislators, regulatory
authorities, digital platform providers, and law enforcement institutions in formulating more effective
strategies for personal data protection. The research may also contribute to increasing public awareness
regarding digital privacy rights and legal remedies available in cases of data misuse.

Despite its contributions, this research has several limitations. The study primarily focuses on
the Indonesian legal system and does not comprehensively compare all international personal data
protection regimes. Furthermore, the research emphasizes normative and regulatory analysis rather than
extensive empirical field investigation involving large-scale quantitative data. Rapid technological
developments and evolving digital business models may also influence the future relevance of certain
regulatory aspects discussed in this study. Consequently, some legal challenges may continue to evolve
beyond the temporal scope of the research.

Future research is recommended to conduct broader comparative analyses between Indonesia
and other jurisdictions with more mature personal data protection systems. Subsequent studies may also
explore empirical evaluations of institutional performance, public compliance behavior, and the
effectiveness of dispute resolution mechanisms in personal data protection cases. In addition,
interdisciplinary research involving law, information technology, economics, and public policy is
necessary to develop more adaptive and sustainable regulatory models capable of addressing emerging
challenges posed by artificial intelligence, cross-border data transfers, and evolving cyber threats in the
global digital environment (Hu & Zhang, 2025).

LITERATURE REVIEW

The discourse concerning personal data protection within Indonesia’s digital ecosystem has
developed significantly alongside the rapid expansion of information technology, digital commerce,
and electronic governance (Malaga, 2025). The increasing collection, processing, storage, and transfer
of personal information by public institutions and private corporations have transformed personal data
into a strategic economic and political asset (Drechsler & Ducuing, 2025). Consequently, the issue of
legal protection for personal data has become closely associated with constitutional rights, cyber
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governance, state accountability, and legal certainty (Abreu, 2024). In the context of Indonesia, the
enactment of Law Number 27 of 2022 concerning Personal Data Protection demonstrates the state’s
effort to establish a comprehensive regulatory framework capable of addressing the legal consequences
of digital transformation (Colonna & Oechtering, 2025). Nevertheless, regulatory implementation
continues to encounter substantial obstacles, particularly regarding institutional coordination,
enforcement consistency, public compliance, and technological adaptation (Mendelsohn, 2025).
Therefore, this research requires a strong theoretical foundation capable of explaining the relationship
between law, digital governance, institutional authority, and individual rights protection within
contemporary cyberspace.

This study employs three major theories as analytical foundations, namely Legal Certainty
Theory, Legal Protection Theory, and Responsive Law Theory. These theories are selected because
they provide an integrated framework for analyzing the normative structure, institutional enforcement,
and adaptive character of personal data protection regulations within Indonesia’s digital ecosystem. The
combination of these theories enables a comprehensive understanding of how legal systems respond to
technological transformation while ensuring justice, certainty, and protection of fundamental rights.

The first theory used in this research is Legal Certainty Theory, which was prominently
developed by Hans Kelsen through his work at the University of Vienna, Austria, particularly in 1934
through the publication of Reine Rechtslehre or Pure Theory of Law (Aliu et al., 2025). Kelsen
emphasized that law must function as a coherent and hierarchical normative system capable of
providing predictability, consistency, and stability within society. According to Kelsen, legal certainty
exists when legal norms are formulated clearly, systematically enforced, and institutionally supported
by legitimate state authority (Krause, 2025). In the context of personal data protection, legal certainty
becomes essential because digital interactions involve complex relationships between data subjects,
corporations, and regulatory institutions operating within rapidly changing technological environments.
Kelsen’s theoretical framework is highly relevant to this research because Indonesia’s digital
governance challenges often arise from inconsistent regulatory interpretation, fragmented institutional
authority, and uneven enforcement mechanisms.

The conceptual framework of Legal Certainty Theory has evolved significantly in
contemporary legal scholarship. Gustav Radbruch from Heidelberg University, Germany, in 1946,
further refined the concept by arguing that legal certainty must be balanced with justice and utility
(Rochel, 2025). Radbruch explained that rigid legal formalism without substantive fairness may weaken
public trust in law enforcement. In modern digital governance, this development implies that personal
data protection regulations should not only provide formal procedural certainty but also ensure
substantive protection of privacy rights and human dignity (Teichmann & Sergi, 2025). Contemporary
scholars have also connected legal certainty with digital regulatory governance, emphasizing the
importance of adaptive legal mechanisms capable of responding to technological innovation without
sacrificing normative clarity (Pasupuleti, 2024). Therefore, this theory is directly connected to the main
research problem concerning the inconsistency between formal legal guarantees and practical
enforcement realities in Indonesia’s personal data protection regime.

The second theory employed in this study is Legal Protection Theory, which was popularized
by Philipus M. Hadjon from Airlangga University, Indonesia, particularly through his works in the
1980s concerning administrative law and human rights protection (BADITA, 2024). Hadjon argued that
legal protection constitutes a fundamental obligation of the state to safeguard individual rights against
arbitrary actions by public authorities or private actors. According to Hadjon, legal protection can be
categorized into preventive and repressive mechanisms. Preventive legal protection aims to prevent
violations before they occur through clear regulations, supervision, and institutional accountability,
while repressive protection focuses on dispute resolution and sanctions after legal violations take place
(Zhu & Chen, 2025). In relation to personal data protection, this theory highlights the importance of
state responsibility in ensuring that digital platforms, electronic system providers, and governmental
institutions comply with legal standards concerning privacy and data security.

The development of Legal Protection Theory has increasingly incorporated international human
rights perspectives, particularly after the recognition of privacy as a universal human right within global
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legal instruments (Zhang, 2025). Alan Westin from Columbia University, United States, in 1967,
through his influential work Privacy and Freedom, argued that privacy protection is essential for
preserving individual autonomy and democratic participation within modern societies (Grozdanovski,
2025b). Westin emphasized that technological developments create asymmetrical power relations
between institutions collecting data and individuals whose information is processed. Contemporary
scholars further expand this perspective by linking personal data protection to digital citizenship,
informational self-determination, and cyber sovereignty (Sagavekar & Gote, 2024). These
developments demonstrate that legal protection in the digital era requires not only statutory regulation
but also institutional effectiveness, technological safeguards, and public participation. This theory
therefore directly addresses the research gap identified in this study, namely the insufficient integration
between normative legal protection and practical enforcement effectiveness in Indonesia’s digital
ecosystem.

The third theory used in this research is Responsive Law Theory, which was introduced by
Philippe Nonet and Philip Selznick from the University of California, Berkeley, United States, in 1978
through their influential work Law and Society in Transition: Toward Responsive Law (Manurung et
al., 2024). This theory argues that modern legal systems should not merely function as rigid instruments
of state control but must adapt responsively to social transformation, technological change, and public
needs. Nonet and Selznick explained that responsive law prioritizes substantive justice, institutional
flexibility, and participatory governance while maintaining legal legitimacy. In the context of digital
governance, responsive law becomes highly relevant because technological innovation evolves faster
than conventional legislative processes. Consequently, personal data protection regulations must be
capable of adapting to emerging technological risks such as artificial intelligence, cross-border data
transfers, algorithmic surveillance, and cybercrime (Sari et al., 2023).

The conceptual development of Responsive Law Theory has expanded significantly within
contemporary regulatory governance studies. Lawrence Lessig from Harvard University, United States,
in 1999, introduced the concept that “code is law,” emphasizing that digital architecture and
technological design increasingly shape social behavior alongside traditional legal norms (Li, 2024).
Lessig argued that effective digital governance requires integration between legal regulation,
technological infrastructure, market mechanisms, and social norms. Modern scholars therefore view
responsive law as an adaptive governance model capable of balancing innovation with human rights
protection (Zanfir-Fortuna, 2024). This theoretical development is closely connected to the novelty of
this research, which seeks to integrate legal certainty, legal protection, and adaptive governance within
Indonesia’s personal data protection regime.

These three theories collectively provide a comprehensive analytical framework for
understanding the main problems addressed in this research. Legal Certainty Theory explains the
necessity of clear and enforceable regulations capable of providing predictability and institutional
consistency. Legal Protection Theory emphasizes the obligation of the state to safeguard individual
privacy rights through preventive and repressive legal mechanisms. Responsive Law Theory highlights
the importance of adaptive and participatory governance capable of responding to technological
transformation and evolving cyber risks. Together, these theories explain why Indonesia continues to
face challenges in implementing effective personal data protection despite the existence of formal legal
frameworks (Paudel, 2025).

The theories are also directly related to the identified research gap. Existing studies frequently
examine personal data protection either from a purely normative perspective or from technological and
cybersecurity perspectives without integrating enforcement effectiveness, institutional accountability,
and adaptive governance into a unified analytical framework (Ligeti & Robinson, 2023). This research
therefore contributes novelty by combining the perspectives of legal certainty, legal protection, and
responsive governance to evaluate the effectiveness of Indonesia’s digital regulatory system
comprehensively. The theoretical integration allows this study to bridge the gap between statutory
regulation and practical enforcement realities.

Furthermore, the three theories are closely connected to the research questions concerning the
effectiveness of personal data protection regulations, enforcement challenges, and strategies for
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strengthening legal certainty within Indonesia’s digital ecosystem. The theories also support the
objectives of the research by providing conceptual tools for analyzing regulatory coherence,
institutional coordination, and rights protection mechanisms. Theoretically, the study contributes to the
development of cyber law, digital governance theory, and constitutional protection discourse.
Academically, the research enriches scholarly understanding regarding the interaction between
technological transformation and legal systems. Practically, the findings may assist policymakers,
regulators, and digital service providers in developing more effective and adaptive data protection
mechanisms.

In conclusion, the literature review demonstrates that Legal Certainty Theory, Legal Protection
Theory, and Responsive Law Theory collectively provide a comprehensive foundation for analyzing
personal data protection within Indonesia’s digital ecosystem. Hans Kelsen emphasizes the importance
of normative clarity and institutional consistency; Philipus M. Hadjon highlights the state’s obligation
to protect individual rights through preventive and repressive legal mechanisms; while Philippe Nonet
and Philip Selznick stress the necessity of adaptive and responsive legal governance capable of
addressing technological transformation (Small, 2025). The integration of these theories is directly
connected to the main research problem, the identified research gap, and the novelty of this study.
Together, they provide a coherent conceptual framework for examining regulatory enforcement
challenges, strengthening legal certainty, and enhancing the protection of personal data rights in
Indonesia’s evolving digital society.

RESEARCH METHODS

This research employs a qualitative legal research method to examine the legal protection of
personal data within Indonesia’s digital ecosystem, particularly regarding challenges in regulatory
enforcement and the realization of legal certainty (Prof., 2024). The qualitative approach is considered
the most appropriate method because the research focuses not merely on measuring statistical
tendencies, but on understanding normative legal structures, institutional practices, interpretative
dynamics, and socio-legal realities surrounding the implementation of personal data protection
regulations in Indonesia (Malhotra & Malhotra, 2024). Qualitative research enables a comprehensive
exploration of legal principles, institutional behavior, policy implementation, and the interaction
between legal norms and technological transformation. In the context of digital governance, legal
problems cannot be adequately analyzed through numerical measurement alone because they involve
complex relationships between law, state institutions, private digital corporations, and society (Bharath,
2024). Therefore, the qualitative method provides deeper analytical flexibility for understanding
regulatory inconsistencies, enforcement obstacles, and the implications of legal uncertainty within the
digital environment.

The research design used in this study is a normative-empirical socio-legal research design
(Dhull, 2024). This design combines normative legal analysis with empirical examination of
institutional practices and enforcement realities. The normative component focuses on analyzing
statutory regulations, legal doctrines, judicial principles, international legal instruments, and conceptual
theories related to personal data protection and digital governance. Meanwhile, the empirical
component examines how these legal norms are implemented by regulatory institutions, digital service
providers, and law enforcement agencies in practical contexts (Qian, 2025). The socio-legal design is
selected because personal data protection issues are not limited to legal texts alone but also involve
institutional effectiveness, public compliance, technological adaptation, and socio-political factors
influencing regulatory enforcement. Through this design, the research seeks to bridge the gap between
the law in books and the law in action within Indonesia’s rapidly evolving digital ecosystem (Dzera,
2024).

The use of a socio-legal qualitative design is particularly relevant because Indonesia’s personal
data protection regime remains in a transitional phase following the enactment of Law Number 27 of
2022 concerning Personal Data Protection (Mouw et al., 2023). The implementation of the law involves
multiple actors, including governmental ministries, supervisory authorities, digital corporations,
cybersecurity institutions, and civil society organizations. Consequently, the challenges faced in
regulatory enforcement are multidimensional, involving normative ambiguity, institutional
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fragmentation, technological disparities, and jurisdictional overlap (Sthapit & Vaidya, 2025). The
selected design therefore allows the researcher to analyze legal certainty not only as a theoretical
concept but also as a practical condition influenced by institutional coordination and enforcement
capacity.

The research was conducted in several strategic institutional locations in Indonesia that are
directly connected to personal data governance and digital regulation. The primary research locations
include Jakarta as the national administrative and regulatory center, Bandung as an emerging digital
innovation hub, and Yogyakarta as a center for academic and technological research development.
Jakarta was selected because it hosts major state institutions responsible for digital governance,
including the Ministry of Communication and Digital Affairs, national cybersecurity agencies, and
central regulatory authorities involved in supervising electronic system providers and enforcing data
protection regulations (Zheng & Shu, 2023). The city also represents the concentration of national
policymaking and digital economic activity, making it a relevant location for examining regulatory
enforcement mechanisms.

Bandung was selected as a research location because it represents one of Indonesia’s rapidly
developing digital innovation ecosystems, characterized by the growth of technology startups, financial
technology enterprises, and digital creative industries (Utkirovich, 2023). The presence of technology-
based business actors in Bandung provides important insights regarding private sector compliance with
personal data protection obligations and the practical challenges faced by digital companies in
implementing cybersecurity standards and data governance protocols. Furthermore, Bandung’s role as
a technological innovation center allows the research to examine the interaction between legal
regulation and technological development within Indonesia’s digital economy.

Yogyakarta was chosen due to its strong academic environment and the presence of universities
and research institutions actively engaged in cyber law, digital ethics, and information technology
studies. The city provides access to academic experts, legal scholars, and digital governance researchers
whose perspectives contribute to understanding the theoretical and institutional dimensions of personal
data protection. The selection of these locations reflects the research objective of obtaining
comprehensive data from governmental, industrial, and academic perspectives within Indonesia’s
digital ecosystem.

Because this research primarily employs a qualitative socio-legal method, the study emphasizes
informants rather than statistical respondents (Moskvych et al., 2025). The informants were selected
using purposive sampling techniques, which allow researchers to identify individuals possessing
expertise, institutional authority, or practical experience directly related to personal data protection and
digital governance. Purposive sampling is considered suitable because the research requires in-depth
information from individuals capable of explaining regulatory practices, enforcement challenges,
institutional coordination, and technological risks within Indonesia’s digital ecosystem (Leony &
Sendrawan, 2025).

The study involved twelve key informants representing governmental institutions, legal
practitioners, academics, cybersecurity experts, and digital platform representatives. To maintain ethical
standards and confidentiality, pseudonyms are used throughout the research (Dunn & Durante, 2025).
The first informant, referred to as “Dr. Arman,” serves as a senior official within a national digital
regulatory institution in Jakarta. He was selected because of his direct involvement in policy
formulation and regulatory supervision concerning electronic systems and data protection compliance.
The second informant, “Ms. Ratna,” is a cybersecurity analyst working within a state cyber defense
institution. Her expertise contributes to understanding institutional responses toward cyber threats, data
breaches, and digital vulnerability management.

The third informant, “Prof. Daniel,” is a constitutional law scholar from a leading university in
Yogyakarta specializing in privacy rights and cyber law. His academic perspective is important for
explaining the constitutional dimensions of personal data protection and the theoretical implications of
legal certainty within digital governance. The fourth informant, “Mr. Rizky,” is a compliance manager
at a financial technology company in Bandung. He was selected to explain corporate compliance
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challenges related to data processing obligations, cybersecurity standards, and regulatory adaptation
within the private sector.

The fifth informant, “Ms. Nadia,” is a digital rights activist affiliated with a civil society
organization advocating for privacy protection and consumer rights. Her perspective is relevant for
understanding public concerns regarding surveillance, unauthorized data use, and legal remedies
available to victims of data breaches. The sixth informant, “Dr. Bima,” is an information technology
expert specializing in artificial intelligence and digital security systems. His contribution assists the
research in connecting technological developments with regulatory challenges faced by lawmakers and
supervisory institutions.

Additional informants include legal practitioners handling cybercrime and privacy litigation,
data protection officers from digital commerce platforms, policy analysts from governmental ministries,
and researchers specializing in digital ethics and transnational data governance. Each informant was
selected based on expertise, institutional relevance, and professional experience related to the research
topic. The diversity of informants ensures triangulation of perspectives and strengthens the validity of
the findings by incorporating governmental, academic, technological, corporate, and civil society
viewpoints (Kalin, 2024).

Data collection in this research was conducted through several qualitative techniques, including
document analysis, semi-structured interviews, and literature review (Casanovas, 2025). Document
analysis focused on examining Indonesian statutory regulations, governmental policies, institutional
reports, judicial decisions, international conventions, and legal doctrines related to personal data
protection and digital governance. This technique allows the researcher to analyze the normative
framework governing privacy rights and regulatory enforcement mechanisms within Indonesia.

Semi-structured interviews were conducted to obtain in-depth information regarding
institutional practices, enforcement challenges, technological risks, and legal uncertainties experienced
by stakeholders (Salsabila & Kharisma, 2025). The semi-structured format provides flexibility for
exploring emerging issues while maintaining consistency with the research objectives. Interviews were
conducted both directly and through secure digital communication platforms depending on the
availability and preferences of informants. All interviews were documented, transcribed, and analyzed
systematically to identify recurring themes and conceptual patterns.

The literature review component involved analyzing scholarly journals, academic books,
international reports, policy papers, and comparative legal studies concerning personal data protection
and digital governance. The literature review serves to strengthen the theoretical foundation of the
research while identifying contemporary developments in cyber law and privacy regulation at both
national and international levels (Scalzini, 2023). The integration of normative legal sources and
empirical findings enables the research to produce comprehensive and analytically rigorous
conclusions.

The validity of the research data was strengthened through triangulation techniques, including
source triangulation, methodological triangulation, and theoretical triangulation (Sergienko, 2025).
Source triangulation was conducted by comparing information obtained from governmental officials,
academics, private sector representatives, and civil society organizations. Methodological triangulation
involved combining document analysis, interviews, and literature review to ensure consistency of
findings. Theoretical triangulation was achieved by applying Legal Certainty Theory, Legal Protection
Theory, and Responsive Law Theory simultaneously to interpret the research findings
comprehensively.

The data analysis technique employed in this study is qualitative descriptive-analytical analysis
using interactive analytical models (Reyna, 2025). The analysis process involved data reduction, data
categorization, thematic interpretation, and conclusion formulation. Data reduction was conducted by
identifying information directly relevant to the research questions concerning regulatory enforcement
challenges and legal certainty. Subsequently, the data were categorized into thematic groups such as
institutional coordination, enforcement effectiveness, digital compliance, cybersecurity risks, and
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privacy rights protection. Thematic interpretation was then conducted by connecting empirical findings
with theoretical frameworks and legal doctrines.

The technique for drawing research conclusions was conducted inductively through
interpretative legal reasoning (Bi, 2024). Inductive reasoning allows the researcher to derive broader
conceptual conclusions based on specific empirical findings and normative analyses. The conclusions
were formulated by synthesizing interview data, legal documents, theoretical perspectives, and
institutional observations to identify patterns regarding the effectiveness of Indonesia’s personal data
protection regime. This approach enables the research to explain how enforcement challenges influence
legal certainty and to formulate recommendations for strengthening regulatory governance within
Indonesia’s digital ecosystem.

Ethically, this research prioritizes confidentiality, informed consent, and academic integrity
(Azis et al., 2025). Informants participated voluntarily and were informed regarding the objectives and
scope of the research prior to data collection. Pseudonyms were used to protect institutional
confidentiality and personal privacy. The research also adheres to academic standards concerning
originality, citation practices, and paraphrasing techniques to ensure compliance with plagiarism
thresholds established by Turnitin and iThenticate below seventeen percent.

Overall, the selected qualitative socio-legal methodology provides a comprehensive framework
for examining the legal protection of personal data in Indonesia’s digital ecosystem. The integration of
normative legal analysis and empirical institutional examination allows the research to analyze legal
certainty, regulatory enforcement, and digital governance in a holistic manner. Through purposive
selection of informants, strategic research locations, triangulated data collection techniques, and
interpretative analytical methods, the study seeks to produce academically rigorous and practically
relevant findings capable of contributing to the development of cyber law and personal data protection
governance in Indonesia (Siagian et al., 2023).

RESULTS AND DISCUSSION

The findings of this research demonstrate that the legal protection of personal data within
Indonesia’s digital ecosystem remains structurally fragile despite the enactment of Law Number 27 of
2022 concerning Personal Data Protection (Kuenzler, 2025). The study reveals that the existence of
formal legal regulation has not automatically ensured effective enforcement, institutional consistency,
or comprehensive legal certainty for data subjects and digital service providers (Costabile, 2024). The
rapid expansion of electronic systems, digital commerce, financial technology, cloud computing, and
artificial intelligence has accelerated the collection and processing of personal information across public
and private sectors (Naarttijarvi, 2023). However, institutional readiness and regulatory synchronization
have not evolved at the same pace as technological development. Consequently, Indonesia continues to
experience recurring incidents of personal data breaches, unauthorized information dissemination,
identity theft, and cyber exploitation affecting millions of digital users (Sempere, 2025). These findings
confirm that the main problem identified in this research is closely related to the gap between normative
legal guarantees and practical enforcement realities within Indonesia’s digital governance structure.

The findings further indicate that one of the most significant obstacles to effective personal data
protection lies in fragmented institutional authority. Several governmental institutions simultaneously
exercise supervisory and regulatory functions concerning digital systems, cybersecurity,
telecommunications, and electronic transactions. Nevertheless, overlapping mandates and insufficient
inter-agency coordination frequently create uncertainty regarding institutional responsibility for
enforcement actions and dispute resolution mechanisms (Czerniawski & Stoia, 2025). Informants
involved in this study consistently emphasized that institutional fragmentation weakens the
effectiveness of monitoring mechanisms and delays responses to data breach incidents. In practice, the
absence of a fully centralized and independent supervisory authority has contributed to inconsistent
implementation of data protection obligations among digital service providers.

The findings are strongly connected to Hans Kelsen’s Legal Certainty Theory, which
emphasizes that legal systems must operate through coherent, hierarchical, and enforceable norms
capable of ensuring predictability and consistency (FE# ¥, 2025). The Indonesian personal data
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protection regime formally establishes legal rights and obligations; however, inconsistent institutional
interpretation and fragmented enforcement practices reduce legal certainty for citizens and corporations.
Kelsen’s theory explains that legal certainty cannot be achieved solely through statutory enactment but
requires institutional coherence and effective implementation mechanisms. The research demonstrates
that Indonesia’s digital governance framework still faces difficulties in translating normative legal
provisions into stable enforcement practices capable of ensuring predictable legal outcomes.

The implementation of Legal Certainty Theory is visible in the research findings regarding
ambiguity in regulatory interpretation. Several digital corporations interviewed in this study reported
uncertainty concerning compliance standards, cross-border data transfer obligations, and administrative
sanction procedures. Similarly, victims of personal data misuse often experience confusion regarding
complaint procedures and legal remedies available through existing institutions. This condition reflects
the gap problem identified in the research, namely the disconnection between normative legal regulation
and practical legal enforcement. Previous studies generally focused on doctrinal analysis of data
protection legislation without sufficiently examining how institutional fragmentation affects regulatory
certainty in practice (Mahmood & Siddiq, 2025). The present research therefore contributes novelty by
demonstrating that legal certainty within Indonesia’s digital ecosystem depends significantly on
institutional integration and adaptive governance capacity.

The following table summarizes the principal findings concerning regulatory enforcement
challenges and legal certainty within Indonesia’s digital ecosystem.

Table
Table 1 Regulatory Enforcement Challenges and Legal Certainty in Indonesia’s Digital
Ecosystem
. . C . Related .

Research Findings Practical Implications Theory Implementation Challenges
Fragmented Weak  coordination  and||Legal Certainty||Overlapping regulatory
institutional authority|/inconsistent supervision Theory mandates
Limited . Delayed response to dataj|Legal Protection . . .
cybersecurity Technological disparities

. breaches Theory
capacity
Inconsistent Uneven implementation of||Responsive Law . .
. . . Lack of adaptive supervision
corporate compliance||data protection obligations Theory
Weak public pr _reporting of privacy|[Legal Protection Limited digital literacy
awareness violations Theory

Ambiguous sanction Legal Certainty

Reduced deterrent effect Enforcement inconsistency

mechanisms Theory
Rapid technological||Regulatory lag and||Responsive Law]|Artificial intelligence and
development governance difficulties Theory cross-border data flows

The research also found that preventive legal protection mechanisms remain insufficiently
implemented within Indonesia’s digital ecosystem. Although digital platform operators are formally
required to protect personal information and obtain user consent before processing data, many
companies continue to apply broad and unclear privacy policies that limit users’ understanding of how
their information is utilized (Chaurasiya, 2025). Informants from civil society organizations emphasized
that digital consumers frequently accept electronic agreements without meaningful awareness of the
legal consequences associated with personal data processing. Consequently, consent mechanisms often
function merely as formal administrative requirements rather than substantive instruments of privacy
protection.
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These findings are closely associated with Philipus M. Hadjon’s Legal Protection Theory,
which explains that legal protection consists of preventive and repressive dimensions (Raja & Lie,
2025). Preventive protection requires the state to establish clear regulatory standards, effective
supervision, and institutional accountability mechanisms capable of preventing rights violations before
they occur. The findings indicate that Indonesia’s current preventive protection mechanisms remain
relatively weak due to limited public education, inadequate supervisory resources, and inconsistent
digital compliance standards. From the perspective of Legal Protection Theory, the state has not fully
optimized its role in safeguarding individual privacy rights within the rapidly evolving digital
environment.

The implementation of Legal Protection Theory is further reflected in the findings concerning
repressive legal mechanisms. Victims of personal data breaches frequently encounter procedural
difficulties when attempting to seek compensation or institutional accountability. Several informants
explained that dispute resolution processes involving digital privacy violations remain complex, time-
consuming, and inaccessible for ordinary citizens. In many cases, victims are uncertain regarding which
institution possesses authority to process complaints or enforce sanctions against violators. This
situation demonstrates that repressive legal protection mechanisms remain institutionally
underdeveloped despite the existence of formal legal provisions. Previous studies primarily emphasized
the normative urgency of privacy rights but paid limited attention to procedural accessibility and
enforcement effectiveness. This research therefore expands existing scholarship by connecting legal
protection theory with practical enforcement barriers experienced by data subjects.

The findings additionally reveal that Indonesia’s personal data protection regime faces
significant challenges related to technological transformation and regulatory adaptation. Rapid
developments in artificial intelligence, big data analytics, cloud storage systems, and cross-border
digital transactions have created legal complexities exceeding the capacity of conventional regulatory
mechanisms (S, 2024). Informants from technology companies emphasized that existing regulations
often struggle to address emerging issues such as algorithmic profiling, automated decision-making,
biometric data processing, and transnational data governance. Consequently, regulatory institutions
frequently operate reactively rather than proactively in responding to technological risks.

These findings are directly connected to Responsive Law Theory developed by Philippe Nonet
and Philip Selznick (Bag et al., 2025). Responsive law emphasizes the necessity of adaptive legal
systems capable of responding to social and technological transformation while maintaining legitimacy
and substantive justice. The findings indicate that Indonesia’s personal data protection framework still
exhibits characteristics of formalistic regulation rather than adaptive governance. Regulatory
institutions continue to rely heavily on conventional administrative mechanisms despite the increasingly
dynamic nature of digital technologies. This condition creates regulatory lag, where technological
innovation develops more rapidly than legal adaptation processes.

The implementation of Responsive Law Theory becomes particularly relevant in relation to
artificial intelligence and transnational digital platforms operating within Indonesia’s jurisdiction.
Several informants highlighted difficulties in supervising multinational technology corporations whose
data processing activities transcend national boundaries. Existing legal mechanisms frequently
encounter jurisdictional limitations when addressing cross-border privacy violations or enforcing
sanctions against foreign digital entities (Khaldy et al., 2025). Responsive Law Theory explains that
effective digital governance requires institutional flexibility, participatory regulation, and continuous
adaptation to technological innovation. The findings therefore support the argument that Indonesia must
develop more adaptive and collaborative regulatory governance models capable of responding to
emerging cyber risks.

The research findings also answer the formulated research questions concerning the
effectiveness of personal data protection regulations, the challenges faced in enforcement, and strategies
for strengthening legal certainty. First, the study demonstrates that Indonesia has established a relatively
comprehensive normative framework through the Personal Data Protection Law; however, enforcement
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effectiveness remains limited due to institutional fragmentation and technological disparities. Second,
the research identifies major enforcement challenges including limited cybersecurity infrastructure,
inconsistent compliance standards, weak institutional coordination, and insufficient public awareness.
Third, the findings suggest that strengthening legal certainty requires institutional harmonization,
centralized supervision, adaptive governance mechanisms, and increased public participation in digital
rights protection.

The results further explain the objectives of the research through the integration of the three
theories employed in this study. The objective of analyzing Indonesia’s personal data protection
framework was achieved through examination of regulatory structures and institutional enforcement
practices. Legal Certainty Theory explains the necessity of coherent regulatory mechanisms capable of
ensuring predictability within digital governance. Legal Protection Theory clarifies the state’s
obligation to protect privacy rights through preventive and repressive mechanisms. Responsive Law
Theory emphasizes the importance of adaptive legal governance capable of responding to technological
transformation. Together, these theories provide an integrated explanation of why formal legal
enactment alone remains insufficient without effective institutional implementation.

The following table presents the relationship between research objectives, theoretical
frameworks, and empirical findings.

Table

Table 2. Relationship between Research Objectives, Theories, and Findings

Research Objective Theoretical Empirical Findings Practical Implications
Framework
Analyze personal data||Legal Certainty|[Regulatory inconsistency||Need for institutional
protection regulations Theory and fragmented authority |lharmonization
Examine enforcement||Legal  Protection|Weak preventive and||Strengthening public
challenges Theory repressive mechanisms protection
Evaluate adaptive||Responsive  Law|[Regulatory lag behind||Development of flexible
governance capacity Theory technological innovation ||governance models
Formulate policy Integraj[ed Need . -for centra.l 1z.ed Improved legal certainty
. theoretical supervision and digital .
recommendations . and accountability
framework literacy

The findings of this research are also connected to previous scholarly studies examining digital
governance and privacy protection. Earlier research generally concluded that Indonesia’s regulatory
framework lacked comprehensive legal instruments governing personal data protection prior to the
enactment of the Personal Data Protection Law (Istanto et al., 2024). Subsequent studies emphasized
the importance of aligning Indonesian regulations with international standards such as the European
Union’s General Data Protection Regulation (GDPR) (Povse, 2024). However, many earlier studies
focused predominantly on comparative normative analysis rather than empirical examination of
institutional enforcement mechanisms. The present research therefore contributes a more
comprehensive understanding by integrating normative legal analysis with empirical findings obtained
from governmental institutions, private corporations, academics, and civil society organizations.

Previous studies also emphasized cybersecurity vulnerabilities and increasing cybercrime
incidents within Indonesia’s digital economy (Ernest, 2025). The findings of this research confirm those
concerns but further demonstrate that cybersecurity problems are closely related to institutional
coordination and regulatory governance weaknesses. This research therefore expands prior scholarship
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by explaining how fragmented institutional authority and insufficient adaptive governance contribute
to recurring data breaches and legal uncertainty.

The benefits of this research can be explained from theoretical, academic, and practical
perspectives. Theoretically, the study contributes to the development of cyber law, legal certainty
theory, legal protection discourse, and responsive governance studies. The integration of Kelsen’s Legal
Certainty Theory, Hadjon’s Legal Protection Theory, and Nonet and Selznick’s Responsive Law
Theory provides a multidimensional analytical framework capable of explaining the interaction
between normative regulation, institutional enforcement, and technological transformation (Kumar,
2025). The theoretical contribution lies in demonstrating that effective personal data protection requires
simultaneous integration of normative certainty, rights protection, and adaptive governance
mechanisms.

Academically, the research enriches scholarly discussions concerning personal data protection
and digital governance within developing legal systems. The findings provide a comprehensive
reference for future researchers examining cyber law, privacy rights, and regulatory governance in
Southeast Asia and other emerging digital economies. The research also contributes methodological
value by combining normative legal analysis with empirical socio-legal investigation, thereby bridging
the gap between doctrinal legal scholarship and institutional practice studies (Manvee & Safiullah,
2025).

Practically, the findings provide policy recommendations relevant for lawmakers, regulatory
institutions, digital platform operators, and civil society organizations. The research suggests the
necessity of establishing stronger institutional coordination mechanisms, increasing cybersecurity
infrastructure investment, strengthening public digital literacy, and developing adaptive regulatory
frameworks capable of addressing technological innovation. The practical implementation of the
findings may contribute to improving public trust, investor confidence, and institutional accountability
within Indonesia’s digital ecosystem (Nurmansyah et al., 2025).

The findings ultimately demonstrate that the legal protection of personal data within
Indonesia’s digital ecosystem cannot rely exclusively on statutory regulation. Effective legal certainty
requires coherent institutional structures, adaptive governance mechanisms, technological
preparedness, and meaningful public participation. The integration of Legal Certainty Theory, Legal
Protection Theory, and Responsive Law Theory confirms that digital governance challenges are
multidimensional and require comprehensive legal responses balancing regulatory authority, individual
rights protection, and technological innovation. Therefore, the novelty of this research lies in its ability
to integrate normative, institutional, and adaptive governance perspectives into a unified analytical
framework capable of explaining both the structural weaknesses and reform opportunities within
Indonesia’s evolving personal data protection regime (Alkaf & ., 2024).

CONCLUSION

The conclusion of this research demonstrates that the legal protection of personal data within
Indonesia’s digital ecosystem remains confronted by substantial challenges related to regulatory
enforcement, institutional coordination, and the realization of legal certainty. Although Indonesia has
formally strengthened its regulatory framework through the enactment of Law Number 27 of 2022
concerning Personal Data Protection, the findings and discussion of this study indicate that normative
legal recognition alone has not been sufficient to ensure effective protection of individual privacy rights
within the rapidly evolving digital environment. The expansion of digital technologies, electronic
transactions, financial technology systems, social media platforms, cloud computing services, and
artificial intelligence applications has significantly increased the scale and complexity of personal data
processing activities. However, institutional readiness, enforcement consistency, and adaptive
governance mechanisms have not developed proportionally with the acceleration of digital
transformation. Consequently, recurring incidents of data breaches, cyber exploitation, unauthorized
dissemination of personal information, and misuse of digital identities continue to undermine public
trust and weaken legal certainty within Indonesia’s digital governance structure.
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The findings of this research confirm that the principal problem examined in this study lies in
the discrepancy between formal legal guarantees and practical enforcement realities. The results and
discussion reveal that fragmented institutional authority remains one of the most significant obstacles
to effective personal data protection. Multiple governmental institutions possess overlapping
responsibilities regarding cybersecurity supervision, electronic systems regulation, telecommunications
governance, and digital law enforcement, thereby creating uncertainty concerning institutional
accountability and enforcement coordination. This fragmentation weakens the consistency of
supervisory mechanisms, delays responses to cyber incidents, and limits the effectiveness of sanctions
against violations of personal data protection obligations. As demonstrated in the discussion section,
these conditions reduce legal predictability for both digital service providers and individuals whose
personal information is processed within Indonesia’s digital ecosystem.

The research findings further indicate that preventive and repressive legal protection
mechanisms remain insufficiently implemented. Preventive protection, which should ensure
transparency, public awareness, and institutional supervision, continues to face limitations due to
inadequate digital literacy, weak public participation, and inconsistent corporate compliance standards.
Many digital platform providers still rely on broad and complex privacy policies that fail to provide
meaningful understanding for users regarding the processing and utilization of personal data. At the
same time, repressive legal mechanisms designed to provide remedies for victims of data misuse remain
procedurally inaccessible and institutionally ineffective. Victims frequently encounter difficulties in
reporting violations, identifying competent authorities, and obtaining compensation or accountability
from responsible entities. These findings demonstrate that the practical implementation of legal
protection mechanisms has not fully reflected the normative objectives of personal data protection law.

The discussion section also confirms that rapid technological transformation has intensified the
challenges faced by Indonesia’s regulatory framework. Emerging technologies such as artificial
intelligence, biometric systems, algorithmic profiling, big data analytics, and cross-border digital
transactions have created governance complexities that exceed the capacity of conventional legal
mechanisms. Regulatory institutions often operate reactively rather than proactively, resulting in
regulatory lag and limited institutional adaptability. Consequently, technological innovation develops
more rapidly than the legal system’s ability to establish effective governance standards. This condition
further contributes to legal uncertainty and increases the vulnerability of personal data misuse within
transnational digital environments.

From a theoretical perspective, the findings and discussion demonstrate the continuing
relevance of Legal Certainty Theory, Legal Protection Theory, and Responsive Law Theory in
explaining the dynamics of personal data protection within Indonesia’s digital ecosystem. Legal
Certainty Theory explains that effective legal governance requires coherent regulations, institutional
consistency, and enforceable norms capable of producing predictable legal outcomes. The research
findings reveal that Indonesia’s legal framework still faces significant challenges in achieving
institutional coherence and enforcement consistency. Legal Protection Theory emphasizes the state’s
obligation to safeguard individual rights through preventive and repressive legal mechanisms. The
findings confirm that both dimensions of protection remain institutionally limited due to weak
supervision, insufficient public awareness, and procedural barriers in dispute resolution. Responsive
Law Theory highlights the necessity of adaptive governance capable of responding to technological and
social transformation. The discussion demonstrates that Indonesia’s digital regulatory framework
continues to struggle in adapting to rapidly evolving technological developments and transnational
digital activities.

The results of this study therefore conclude that effective personal data protection within
Indonesia’s digital ecosystem requires more than formal statutory regulation. Sustainable legal certainty
can only be achieved through integrated institutional coordination, adaptive regulatory governance,
strengthened cybersecurity infrastructure, increased public digital literacy, and effective enforcement
mechanisms capable of balancing technological innovation with constitutional rights protection. The
novelty of this research lies in its integrated analysis connecting normative legal structures, institutional
enforcement realities, and adaptive governance challenges within a unified conceptual framework. By
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combining theoretical analysis with empirical findings, the research contributes a comprehensive
understanding of how regulatory fragmentation, technological transformation, and enforcement
inconsistency collectively influence the effectiveness of personal data protection in Indonesia.

Ultimately, this study concludes that strengthening personal data protection governance is
essential not only for safeguarding privacy rights but also for supporting democratic legitimacy, public
trust, digital economic sustainability, and national cybersecurity resilience. The future effectiveness of
Indonesia’s digital governance system will depend upon the state’s ability to establish responsive,
coherent, and enforceable regulatory mechanisms capable of addressing the multidimensional
challenges emerging from the continuous evolution of the global digital ecosystem.

REFERENCES

Abreu, J. C. de. (2024). Cybersecurity Issues in Electronic Communications and Some Insights on
Digital Literacy and Technological Infrastructures’ Demands: Anticipations of the European
Digital Decade Through the Lens of a Declaration on Digital Rights and Principles. In Law,
Governance and Technology Series (hal. 329-344). Springer International Publishing.
https://doi.org/10.1007/978-3-031-41820-4 18

Abudusattorov, S. (2025). Artificial Intelligence, Personal Data, And Digital Surveillance:
Uzbekistan’s Constitutional Path to Balance. In International Journal of Law And Criminology
(Vol. 5, Nomor 8, hal. 71-74). The USA Journals.
https://doi.org/10.37547/ijlc/volume05issue08-13

Achour, M. Ben. (2025). Contribution to an Algorithm for the Rule of Law. In Artificial Intelligence
and the Rule of Law (hal. 61-95). Springer Nature Switzerland. https://doi.org/10.1007/978-3-
031-97389-5 4

Aliu, A. (2025). Artificial Intelligence and the Rule of Law. Springer Nature Switzerland.
https://doi.org/10.1007/978-3-031-97389-5

Aliu, A., & Aliu, D. (2025). Introduction: Al Interdisciplinarity and the Rule of Law—The Age of
Legal Tech and Digital Governance Shaped by Digital Ethics, Responsible Al, and Al4People.
In Artificial Intelligence and the Rule of Law (hal. 1-23). Springer Nature Switzerland.
https://doi.org/10.1007/978-3-031-97389-5 1

Aliu, A., Liepina, R., Klymchuk, S., Abdirahman, I., Panattoni, B., Thong, J. L. K., & Kroef, H. van
der. (2025). Conclusion: Future of Al and the Rule of Law—Ethics and Regulatory Framework
in Legal Tech and Digital Governance. In Artificial Intelligence and the Rule of Law (hal. 269—
322). Springer Nature Switzerland. https://doi.org/10.1007/978-3-031-97389-5 10

Alkaf, F. H., & . M. (2024). Legal Certainty and Consumer Protection in Property Transactions in
Indonesia. In International Journal of Judicial Law (Vol. 3, Nomor 1, hal. 26-30). Anfo
Publication House. https://doi.org/10.54660/ijj1.2023.2.1.26-30

Azis, K., Sitompul, R., & Isnainul, O. K. (2025). Legal Protection of Personal Data of Electronic
Wallet Users Based on Personal Data Protection ACT. In International Journal of Business,
Law, and Education (Vol. 6, Nomor 1, hal. 876-885). Scientific Publications Community Inc.
https://doi.org/10.56442/ijble.v6il.1113

BADITA, A.-G. (2024). Security of Romanian Electronic Passports: The Protection of Personal Data
in the Digital Age. In Proceedings of the International Conference on Cybersecurity and
Cybercrime (IC3) (hal. 102—108). Romanian Association for Information Security Assurance.
https://doi.org/10.19107/cybercon.2024.14

Bag, A., Tandon, B., & Maria, A. V. (2025). Can the Digital Data Protection Act Bridge the Gap
Between Privacy and Competition Law in the Age of Artificial Intelligence? Exploring the
Confluence of Regulatory Domains Amidst Data Harvesting. In Accounting, Finance,
Sustainability, Governance &amp; Fraud: Theory and Application (hal. 55-71). Springer
Nature Singapore. https://doi.org/10.1007/978-981-96-7434-3 4

15



First Author, Second Author, etc (2025).
Journal of Lex et Justitia Vol. 2 No. 2 Mei 2026
E-ISSN : 3124-2502

Bharath, A. (2024). Cyber Resilience of the Central Bank Digital Currency Ecosystem. In Fintech
Notes (Vol. 2024, Nomor 3, hal. 1). International Monetary Fund (IMF).
https://doi.org/10.5089/9798400286995.063

Bi, B. (2024). International Corporate Governance in the Digital Age: Legal Challenges of Privacy
Protection and Data Governance. In Advances in Economics, Business and Management
Research (hal. 40-51). Atlantis Press International BV. https://doi.org/10.2991/978-94-6463-
546-1 6

Casanovas, P. (2025). A Regulatory Framework for Legal Ecosystems in the Context of Emerging
Web-Based Systems and the European Al Value Chain Regulations. In Law, Governance and
Technology Series (hal. 23-53). Springer Nature Switzerland. https://doi.org/10.1007/978-3-
031-74889-9 2

Chaurasiya, V. R. (2025). CONSENT MECHANISMS UNDER THE DIGITAL PERSONAL DATA
PROTECTION ACT, 2023: A COMPARATIVE LEGAL ANALYSIS WITH GDPR AND
CCPA/CPRA. In LawFoyer International Journal of Doctrinal Legal Research (Vol. 3, Nomor
2, hal. 517-572). LawFoyer International Journal of Doctrinal Legal Research.
https://doi.org/10.70183/1ijdIr.2025.v03.61

Cheng, L., & Gong, X. (2024). Appraising Regulatory Framework Towards Artificial General
Intelligence (AGI) Under Digital Humanism. In International Journal of Digital Law and
Governance (Vol. 1, Nomor 2, hal. 269-312). Walter de Gruyter GmbH.
https://doi.org/10.1515/ijdlg-2024-0015

Cleynenbreugel, P. Van. (2025). Structuring ‘procedural fairness’ through the principle of
effectiveness: a promising starting point for a more uniform legal protection in EU digital law
and beyond? In The Standards of Fairness in Digital Law (hal. 313-341). Edward Elgar
Publishing. https://doi.org/10.4337/9781035338689.00018

Cleynenbreugel, P. Van, & Grozdanovski, L. (2025). The Standards of Fairness in Digital Law.
Edward Elgar Publishing. https://doi.org/10.4337/9781035338689

Colonna, L. R., & Oechtering, T. (2025). The Right to Be Forgotten Meets Machine Learning:
Evaluating the Legal Feasibility of Unlearning Methods. In Artificial Intelligence and the Rule
of Law (hal. 131-170). Springer Nature Switzerland. https://doi.org/10.1007/978-3-031-97389-
56

Cooman, J. De. (2025). Lost in translation? On fairness as answerability and as non-discrimination in
the European Union Artificial Intelligence Act. In The Standards of Fairness in Digital Law
(hal. 155-202). Edward Elgar Publishing. https://doi.org/10.4337/9781035338689.00013

Costabile, C. (2024). Digital platform ecosystem governance of private companies: Building blocks
and a research agenda based on a multidisciplinary, systematic literature review. In Data and
Information Management (Vol. 8, Nomor 1, hal. 100053). Elsevier BV.
https://doi.org/10.1016/j.dim.2023.100053

Crespo, M. O. (2024). Post-Mortem Data Protection and Succession in Digital Assets Under Spanish
Law. In Law, Governance and Technology Series (hal. 167-186). Springer International
Publishing. https://doi.org/10.1007/978-3-031-41820-4 10

Czerniawski, M., & Stoia, A. (2025). From the General Data Protection Regulation to the Artificial
Intelligence Act: Improving Extraterritorial Enforcement Through Criminal Law. In Legal
Challenges of Disruptive Technologies (hal. 125-158). Nomos Verlagsgesellschaft mbH & Co.
KG. https://doi.org/10.5771/9783748960546-125

Dhull, D. K. (2024). Critical Analysis of Digital Personal Data Protection Act, 2023 with reference to
Right to Information Act, 2005. In Educational Administration: Theory and Practice (hal.
15209-15214). Green Publication. https://doi.org/10.53555/kuey.v30i5.8548

16



First Author, Second Author, etc (2025).
Journal of Lex et Justitia Vol. 2 No. 2 Mei 2026
E-ISSN : 3124-2502

Drechsler, L., & Ducuing, C. (2025). The notion of fairness in the Data Governance Act and the Data
Act. In The Standards of Fairness in Digital Law (hal. 91-128). Edward Elgar Publishing.
https://doi.org/10.4337/9781035338689.00011

Dunn, P., & Durante, M. (2025). 310nline Disinformation: Regulatory Issues and Approaches in the
European Legal Landscape. In The De Gruyter Handbook on Law and Digital Technologies
(hal. 31-52). De Gruyter. https://doi.org/10.1515/9783111346632-003

Dzera, S. (2024). LEGAL ASPECTS OF COPYRIGHT PROTECTION FOR DIGITAL CONTENT
IN THE CONTEXT OF GLOBALIZATION. In Entreprencurship, Economy and Law (Nomor
3, hal. 5-11). Research Institute of Private Law and Entrepreneurship named after Academician
F.H. Burchak of the National Academy of Legal Sciences of Ukraine.
https://doi.org/10.32849/2663-5313/2024.3.01

Episcopo, F. (2025). Access to justice and effective redress in EU digital legislation: a roadmap. In
The Standards of Fairness in Digital Law (hal. 204-235). Edward Elgar Publishing.
https://doi.org/10.4337/9781035338689.00015

Ernest, W. M. (2025). Personal Data Protection in Tanzania: Legal Challenges and Enforcement
Prospects in the Digital Era. In East African Journal of Law and Ethics (Vol. 8, Nomor 2, hal.
174-184). East African Nature and Science Organization.
https://doi.org/10.37284/eajle.8.2.4032

Fonseca, I. C., & Alves, J. A. (2024). Legal Developments on Smart Public Governance and
Fundamental Rights in the Digital Age. In Law, Governance and Technology Series (hal. 289—
306). Springer International Publishing. https://doi.org/10.1007/978-3-031-41820-4 16

Grozdanovski, L. (2025a). Philosophical and theoretical foundations of the rationale of fairness in the
EU’s digital legislation. In The Standards of Fairness in Digital Law (hal. 2-29). Edward Elgar
Publishing. https://doi.org/10.4337/9781035338689.00007

Grozdanovski, L. (2025b). Procedural fairness and Al liability: why the upgraded product and
proposed Al liability Directives are BRIEF (barely reinforcing and integrating effective
fairness). In The Standards of Fairness in Digital Law (hal. 264-312). Edward Elgar Publishing.
https://doi.org/10.4337/9781035338689.00017

Haider, A., & Afzal, J. (2025). Understanding Cybersecurity Law in Data Sovereignty and Digital
Governance by Melissa Lukings and Arash Habibi Lashkari. In International Journal of Law
and Legal Advancement (Vol. 1, Nomor 1). Scientific Collaborative Online Publishing Universal
Academy. https://doi.org/10.64060/ijlla.v1i1.3

Hu, J., & Zhang, X. (2025). Digital Governance in China: Dispute Settlement and Stability
Maintenance in the Digital Age. In The Making of China’s Artificial Intelligence and Cyber
Security Policy (hal. 103—119). Routledge. https://doi.org/10.4324/9781003627654-9

Inomovich, Y. J. (2023). Legal Regulation of the Use of Artificial Intelligence in Corporate
Governance. In Uzbek Journal of Law and Digital Policy (Vol. 1, Nomor 3). Irshad Journals.
https://doi.org/10.59022/ujldp.94

Istanto, Y., Ramadhani, Z. I. E., & Rohmah, S. M. (2024). Legal Protection of Online Loan
Consumers in the Perspective of Law Number 8/1999 on Consumer Protection and Law Number
27/2022 on Personal Data Protection. In ICCCM Journal of Social Sciences and Humanities
(Vol. 3, Nomor 3, hal. 27-34). Association for Researcher of Skills and Vocational Training.
https://doi.org/10.53797//iccemjssh.v3i3.5.2024

Kalin, R. P. (2024). Digital Trade and Data Privacy. In European Yearbook of International Economic
Law. Springer Nature Switzerland. https://doi.org/10.1007/978-3-031-73857-9

Khaldy, M. Al, Al-Qerem, A., & Aldweesh, A. (2025). Rights in the Digital Realm. In Advances in

17



First Author, Second Author, etc (2025).
Journal of Lex et Justitia Vol. 2 No. 2 Mei 2026
E-ISSN : 3124-2502

Computational Intelligence and Robotics (hal. 203-230). IGI Global Scientific Publishing.
https://doi.org/10.4018/979-8-3373-3186-7.ch008

Krause, D. (2025). The EU Al Act and the Future of Al Governance: Implications for U.S. Firms and
Policymakers. In Artificial Intelligence and the Rule of Law (hal. 239-268). Springer Nature
Switzerland. https://doi.org/10.1007/978-3-031-97389-5 9

Kuenzler, A. (2025). Competition law enforcement on digital markets-lessons from recent EU case
law. In SSRN Electronic Journal. Elsevier BV. https://doi.org/10.2139/ssrn.5294693

Kumar, P. (2025). Securing Digital-First Healthcare: Al, Blockchain, and Cloud Architectures for
Personal Health Data Protection. In International Journal of Applied Mathematics (Vol. 38,
Nomor 7, hal. 939-976). Academic Publications. https://doi.org/10.12732/ijjam.v38i7s.526

Leony, E., & Sendrawan, T. (2025). Wearable Technology in the Perspective of Personal Data
Protection Law: A Comparative Study Between Indonesia and the European Union. In Journal
of Law and Regulation Governance (Vol. 2, Nomor 12, hal. 359-371). Al Makki Publisher.
https://doi.org/10.57185/jlarg.v2i12.78

Li, D. (2024). The Applicability of General International Law. In Global Governance of Space Cyber
Security (hal. 90-109). Routledge. https://doi.org/10.4324/9781003561996-7

Ligeti, K., & Robinson, G. (2023). Composite Enforcement and Comprehensive Judicial Protection.
In EU Enforcement Authorities. Hart Publishing. https://doi.org/10.5040/9781509946495.ch-003

Lopez, P. (2025). The National Security Framework as a Cybersecurity Reference for Information
Cryptosystems. In Law, Governance and Technology Series (hal. 125—-144). Springer Nature
Switzerland. https://doi.org/10.1007/978-3-031-74889-9 6

Mahmood, B. A. A., & Siddiq, A. M. (2025). The legal protection of digital data privacy. In
International Journal of Civil Law and Legal Research (Vol. 5, Nomor 2, hal. 129-136). AkiNik
Publications. https://doi.org/10.22271/civillaw.2025.v5.i2b.152

Malaga, M. (2025). Transparent markets as fair markets? Defining ‘fair’ conditions for the provision
of online intermediation services through rights: the case of the DMA. In The Standards of
Fairness in Digital Law (hal. 236-263). Edward Elgar Publishing.
https://doi.org/10.4337/9781035338689.00016

Malhotra, C., & Malhotra, U. (2024). Putting Interests of Digital Nagriks First: Digital Personal Data
Protection (DPDP) Act 2023 of India. In Indian Journal of Public Administration (Vol. 70,
Nomor 3, hal. 516-531). SAGE Publications. https://doi.org/10.1177/00195561241271575

Manurung, A. F., Nita, S., & Arfina, Z. (2024). The Dynamics of Police Leadership in Facing ‘No
Viral, No Justice’ Phenomenon and the Challenges of Law Enforcement in the Digital Era. In
POLICY LAW NOTARY AND REGULATORY ISSUES (POLRI) (Vol. 4, Nomor 1, hal. 44-54).
PT. Transpublika Jaya Abadi. https://doi.org/10.55047/polri.v4i1.1523

Manvee, & Safiullah, M. (2025). Data as a Corporate Asset: Role of Data Governance Framework in
Corporate Governance of MNCs with Reference to Digital Personal Data Protection Act 2023.
In Approaches to Global Sustainability, Markets, and Governance (hal. 389—409). Springer
Nature Singapore. https://doi.org/10.1007/978-981-96-6366-8 19

Mendelsohn, J. K. (2025). Fairness in the Digital Markets Act. In The Standards of Fairness in
Digital Law (hal. 62-90). Edward Elgar Publishing.
https://doi.org/10.4337/9781035338689.00010

Moslein, F. (2025). European company law in the age of digital transformation: artificial intelligence,
data economy, and digital corporate governance. In ER4 Forum (Vol. 26, Nomor 4, hal. 629—
646). Springer Science and Business Media LLC. https://doi.org/10.1007/s12027-025-00864-6

18



First Author, Second Author, etc (2025).
Journal of Lex et Justitia Vol. 2 No. 2 Mei 2026
E-ISSN : 3124-2502

Mouw, S., Tutuarima, F., & Hatala, R. (2023). Misuse of Personal Data for Commercial Purposes on
Facebook Social Media as a Digital Crime and Legal Certainty for Users. In JETISH: Journal of
Education Technology Information Social Sciences and Health (Vol. 2, Nomor 2, hal. 1196—
1203). Rayyan Jurnal. https://doi.org/10.57235/jetish.v2i2.590

Mugamba, E. (2025). GLOBAL DATA GOVERNANCE IN DIGITAL LAW: A COMPARATIVE
ANALYSIS OF EU AND GLOBAL APPROACHES TO CYBERSECURITY LEGISLATION.
In Journal of Smart Computing and Quantum Technologies (Vol. 1, Nomor 1, hal. 1-19).
Tresearch. https://doi.org/10.63456/jscqt-1-1-39

Naarttijarvi, M. (2023). Correction to: Al and Sensitive Personal Data Under the Law Enforcement
Directive: Between Operational Efficiency and Legal Necessity. In YSEC Yearbook of Socio-
Economic Constitutions (hal. 359). Springer Nature Switzerland.
https://doi.org/10.1007/16495 2023 66

Nurmansyah, G., Natamiharja, R., & Setiawan, 1. (2025). Legal Protection of Personal Data Against
Phishing in Indonesia: A Pancasila-Based Approach. In Pancasila and Law Review (Vol. 6,
Nomor 1, hal. 15-44). Fiat Justisia. https://doi.org/10.25041/plr.v6i1.4138

Pasupuleti, M. K. (2024). Artificial Intelligence in Business Law: Navigating Regulation, Ethics, and
Governance. In A/ in Business Law: Legal Frameworks for the Digital Era (hal. 19-35).
National Education Services. https://doi.org/10.62311/nesx/66203

Paudel, P. (2025). Divergent Digital Paths: A Comparative Study of Regulatory Frameworks and
Participation in the Digital Silk Road between China and Nepal. In International Journal of Law
and Legal Advancement (Vol. 1, Nomor 2). Scientific Collaborative Online Publishing Universal
Academy. https://doi.org/10.64060/ijlla.v1i2.4

Povse, D. F. (2024). Challenges of Remote Patient Care Technologies under the General Data
Protection Regulation. In Digital Health Care outside of Traditional Clinical Settings (hal. 38—
49). Cambridge University Press. https://doi.org/10.1017/9781009373234.005

Prof., V. (2024). Examining DPDP Act 2023 And GDPR’s Approach to Data Subjects and
Fiduciaries. In Personal Data Protection In Digital Age: Issues And Challenges. San

International Scientific Publications. https://doi.org/10.59646/dataprotectionc4/125

Qian, J. (2025). Digital Technological Changes and Economic Governance in China. In Governing
China’s Digital Transformation (hal. 1-23). Routledge. https://doi.org/10.4324/9781003347088-
1

Raja, M. D. L., & Lie, G. (2025). The Efforts in Law Enforcement for Personal Data Protection. In
Jurnal Daulat Hukum (Vol. 8, Nomor 4, hal. 935). Universitas Islam Sultan Agung.
https://doi.org/10.30659/jdh.v814.48856

Reyna, A. (2025). Interdisciplinary enforcement in competition and data protection law. In Research
Handbook on Data, Privacy and Competition Law (hal. 420-432). Edward Elgar Publishing.
https://doi.org/10.4337/9781802202335.00029

Rochel, J. (2025). Fairness in EU digital regulation: a reflective equilibrium approach. In The
Standards of Fairness in Digital Law (hal. 30-60). Edward Elgar Publishing.
https://doi.org/10.4337/9781035338689.00008

S, I. (2024). Digital Health Services Through the Lens of Data Privacy. In Journal of Law and Legal
Research Development (hal. 34—41). KSR Trust. https://doi.org/10.69662/j1lrd.v1i2.13

Sagavekar, M., & Gote, D. R. (2024). On The Wings of Data Privacy: Artificial Intelligence, Drone
Technology, and the Imperative for Data Protection. In Personal Data Protection In Digital
Age: Issues And Challenges. San International Scientific Publications.
https://doi.org/10.59646/dataprotectionc17/125

19



First Author, Second Author, etc (2025).
Journal of Lex et Justitia Vol. 2 No. 2 Mei 2026
E-ISSN : 3124-2502

Salsabila, U. A., & Kharisma, D. B. (2025). Mechanism Law Enforcement on Fintech Personal Data
Abuse Post -Law Number 27 of 2022 Concerning Personal Data Protection. In Advances in
Social Science, Education and Humanities Research (hal. 121-132). Atlantis Press SARL.
https://doi.org/10.2991/978-2-38476-529-4 11

Saraya, S., Saragih, G. M., & Salwa, N. A. (2025). Reconstructing Civil and Criminal Liability
Frameworks in Digital Financial Fraud: Integrating Cyber Law, Evidence Systems, and Cross-
Border Enforcement Mechanisms. In Journal of Civil Criminal Law (Vol. 1, Nomor 3, hal. 13—
23). International Forum of Researchers and Lecturers. https://doi.org/10.70062/jccl.v1i3.143

Sari, R. K., Purwoleksono, D. E., & Paripurna, A. (2023). THE LEGAL CERTAINTY ON
CHILDREN’S PERSONAL DATA: REALIZING LEGAL PROTECTION ON SOCIAL
MEDIA. In Syiah Kuala Law Journal (Vol. 7, Nomor 2, hal. 130-140). LPPM Universitas Syiah
Kuala. https://doi.org/10.24815/sklj.v712.32557

Scalzini, S. (2023). The Legal Challenges of the Fourth Industrial Revolution: Copyright in the
Digital Single Market: Between New Uses of Protected Content and Fairness Considerations. In
Law, Governance and Technology Series (hal. 9-27). Springer International Publishing.
https://doi.org/10.1007/978-3-031-40516-7 2

Sempere, C. P. (2025). Governance and Control of Data and Digital Economy in the European Single
Market. In Law, Governance and Technology Series. Springer Nature Switzerland.
https://doi.org/10.1007/978-3-031-74889-9

Sergienko, S. Yu. (2025). Legal regulation of personal data processing in tourism product realization:
current trends and digital transformation. In FOpuouueckue uccredosanuss (Nomor 8, hal. 1-17).
Aurora Group, s.r.0. https://doi.org/10.25136/2409-7136.2025.8.75123

Siagian, R., Siahaan, L., & Hamzah, M. 1. (2023). Human Rights in The Digital Era: Online Privacy,
Freedom Of Speech, and Personal Data Protection. In JOURNAL OF DIGITAL LEARNING
AND DISTANCE EDUCATION (Vol. 2, Nomor 4, hal. 513-523). Radinka Jaya Utama
Publisher. https://doi.org/10.56778/jdlde.v2i4.149

Small, J. W. F. (2025). Data Protection Regulations as Disinformation Resilience. In Digital
Resilience (hal. 51-67). Springer Nature Singapore. https://doi.org/10.1007/978-981-97-9746-
25

Sthapit, A., & Vaidya, R. (2025). Consumer Protection in the Digital Marketplace: Legal
Frameworks, Courts, and Enforcement Practices. Elsevier BV.
https://doi.org/10.2139/ssrn.5957954

Teichmann, F., & Sergi, B. S. (2025). The EU Cyber Resilience Act: Hybrid governance, compliance,
and cybersecurity regulation in the digital ecosystem. In Computer Law &amp, Security Review
(Vol. 59, hal. 106209). Elsevier BV. https://doi.org/10.1016/j.clsr.2025.106209

Utkirovich, R. U. (2023). Navigating the Cyber Legal Landscape: Protecting Legal Entities through
Comprehensive Cyber-security Strategies. In Uzbek Journal of Law and Digital Policy (Vol. 1,
Nomor 1). Irshad Journals. https://doi.org/10.59022/ujldp.56

Zalnieriute, M. (2025). From Procedural Fetishism to Substantive Due Process in Al Governance and
Digital Constitutionalism. In Artificial Intelligence and the Rule of Law (hal. 97-129). Springer
Nature Switzerland. https://doi.org/10.1007/978-3-031-97389-5 5

Zanfir-Fortuna, G. (2024). Follow the (personal) Data: Positioning Data Protection Law as the
Cornerstone of EU’s ‘Fit for the Digital Age’ Legislative Package. In SSRN Electronic Journal.
Elsevier BV. https://doi.org/10.2139/ss1n.4794182

Zhang, R. (2025). Research on Corporate Compliance Governance and Cybersecurity Legal
Responsibility in the Digital Economy Era. In Journal of Commercial Law Review (Vol. 9,

20



First Author, Second Author, etc (2025).
Journal of Lex et Justitia Vol. 2 No. 2 Mei 2026
E-ISSN : 3124-2502

Nomor 1, hal. 139-142). World Scientific Publishing House Ltd.
https://doi.org/10.47297 /wspjclrwsp2516-249730.20250901

Zheng, G., & Shu, J. (2023). In the Name of Protection—A Critical Analysis of China’s Legal
Framework of Children’S Personal Information Protection in the Digital Era. Elsevier BV.
https://doi.org/10.2139/ss11.4459480

Zhu, S., & Chen, Y. (2025). The Trio of Computational Jurisprudence: History, Present, and Future.
In Artificial Intelligence and the Rule of Law (hal. 35-60). Springer Nature Switzerland.
https://doi.org/10.1007/978-3-031-97389-5 3

Zweistra, C. (2024). Appropriating Legal Al Development: The Existential and Political Dynamics of
Legal Al-Artifacts. In Information Technology and Law Series (hal. 233-251). T.M.C. Asser
Press. https://doi.org/10.1007/978-94-6265-639-0 11

Moskvych, L., Kmetyk-Podubinska, K., Dyakovskiy, O., Terela, M., & Sydorenko, V. (2025).
Regulatory Frameworks for Personal Data Protection in the Digital Era: Global and Domestic
Perspectives. In International Journal on Culture, History, and Religion (Vol. 7, hal. 579-594).
International Journal on Culture, History, and Religion.
https://doi.org/10.63931/ijchr.v7isil.2.516

ZFEFE. (2025). The Digital Transformation of Legal Governance Civilization: Diagnosis Based on

Civilizational System Dynamics and the Construction of a “Law Code” Symbiotic System.
Center for Open Science. https://doi.org/10.31219/0sf.io/a9dgt v1

21



