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 This study examines the legal protection of personal data in the digital era within 

the Indonesian context, focusing on the effectiveness of the regulatory framework 

and its implementation challenges. The research aims to evaluate the adequacy of 

Indonesia’s personal data protection regime and to identify key obstacles in ensuring 

comprehensive legal safeguards. A qualitative method is employed using a socio-

legal research design that integrates doctrinal analysis with empirical inquiry, 

selected to capture both normative and practical dimensions of data protection. The 

study is conducted within the Indonesian legal jurisdiction, with particular attention 

to regulatory institutions and digital sectors. Data are collected from eight 

purposively selected informants, including legal scholars, government officials, and 

digital industry practitioners, chosen for their expertise and relevance. The findings 

reveal a significant gap between legal provisions and implementation, characterized 

by limited institutional capacity, low public awareness, and insufficient 

technological integration. The study concludes that while Indonesia has established 

a foundational legal framework, its effectiveness remains constrained. Therefore, 

this research recommends strengthening institutional coordination, enhancing 

public literacy on data privacy, and promoting the adoption of privacy-enhancing 

technologies to ensure more effective data protection. 
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INTRODUCTION  

The rapid expansion of digital technologies has fundamentally transformed the way personal 

data is generated, processed, and disseminated, thereby reshaping the legal landscape concerning 

privacy and data protection (Sinaga, 2025). In Indonesia, the acceleration of digitalization driven by e-

commerce, financial technology, social media platforms, and e-government services has significantly 

increased the volume and sensitivity of personal data collected from individuals (Vashurina, 2025). This 

transformation has brought both opportunities and risks, particularly in relation to unauthorized access, 

data breaches, identity theft, and misuse of personal information (V. Sharma, 2025). Within this context, 

the issue of legal protection of personal data has become increasingly urgent, requiring a comprehensive 

and adaptive regulatory framework capable of responding to the complexities of the digital era (Menon, 

2025). 

From a state-of-the-art perspective, global discourse on personal data protection has evolved 

toward the establishment of robust and rights-based legal frameworks, exemplified by instruments such 

as the European Union’s General Data Protection Regulation (GDPR) (Sanusi, 2024). These 

frameworks emphasize principles such as consent, transparency, accountability, and data subject rights 

(Ahmad & Smith, 2024). In contrast, Indonesia has only recently enacted Law No. 27 of 2022 on 

Personal Data Protection, which represents a significant milestone in aligning national regulations with 

international standards (Allakuliev, 2024). However, despite this legislative advancement, the 

implementation and enforcement of personal data protection in Indonesia remain in a formative stage, 

raising questions about institutional readiness, regulatory coherence, and public awareness (Lazuardy 

et al., 2024). 
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The main problem addressed in this research lies in the gap between normative legal provisions 

and their practical enforcement in safeguarding personal data (Laksmana & Permana, 2023). While the 

legal framework formally recognizes the importance of protecting personal data, challenges persist in 

terms of regulatory fragmentation, overlapping authorities, limited supervisory mechanisms, and 

insufficient sanctions for violations (Amzulian, 2025). Moreover, the rapid pace of technological 

innovation often outstrips the capacity of existing regulations to provide adequate protection, creating 

vulnerabilities that can be exploited by both state and non-state actors ( 2025شوشان,   ). This condition 

underscores the need for a critical examination of the effectiveness of Indonesia’s personal data 

protection regime in the digital era. 

The research gap identified in this study pertains to the limited integration between legal norms, 

institutional frameworks, and technological realities in existing scholarship (Roșca, 2024). Previous 

studies have primarily focused on normative analysis of legal provisions or comparative assessments 

with foreign jurisdictions, often neglecting the interplay between law, governance, and digital 

infrastructure (Pour, 2025). Furthermore, there is a lack of comprehensive analysis that evaluates both 

the strengths and weaknesses of Indonesia’s regulatory framework in addressing contemporary 

challenges such as cross-border data flows, cybersecurity threats, and the role of private sector actors 

in data governance (Ivanova & Rybak, 2025). This gap highlights the necessity of a more holistic and 

interdisciplinary approach to understanding personal data protection in Indonesia. 

The novelty of this research lies in its integrative approach, which combines doctrinal legal 

analysis with a contextual examination of regulatory implementation and digital ecosystem dynamics. 

By situating Indonesia’s legal framework within broader global developments while simultaneously 

addressing domestic institutional and socio-legal factors, this study offers a nuanced perspective on the 

effectiveness of personal data protection. Additionally, the research introduces a critical evaluation of 

regulatory responsiveness, emphasizing the need for adaptive governance mechanisms that can 

accommodate technological change and emerging risks. 

The research is guided by several key questions that structure the analysis. First, how is personal 

data protection regulated within the Indonesian legal framework in the digital era? Second, what are the 

primary challenges in implementing and enforcing these regulations? Third, to what extent does the 

existing regulatory framework provide effective legal protection for personal data? Fourth, what 

reforms or policy measures are necessary to enhance the effectiveness of personal data protection in 

Indonesia? These questions are designed to capture both the normative and empirical dimensions of the 

issue, enabling a comprehensive assessment of the current state of personal data protection. 

The primary objective of this research is to analyze the adequacy and effectiveness of 

Indonesia’s legal framework in protecting personal data within the context of rapid digital 

transformation. This includes examining the structure and substance of relevant laws and regulations, 

identifying key challenges in their implementation, and proposing recommendations for improving 

regulatory effectiveness. Additionally, the research aims to contribute to the development of a more 

coherent and responsive legal system that can safeguard individual privacy rights while supporting 

digital innovation and economic growth. 

The theoretical significance of this research lies in its contribution to the development of legal 

scholarship on data protection, particularly within the context of emerging economies (Ruda, 2021). By 

integrating legal theory with practical considerations of governance and technology, the study advances 

a more comprehensive understanding of how legal systems can adapt to the challenges of the digital 

age (Reljić & Tul, 2025). Academically, the research provides a valuable reference for scholars, 

students, and policymakers interested in data protection law, offering insights into both the strengths 

and limitations of Indonesia’s regulatory framework. Practically, the findings of this study are expected 

to inform policymakers, regulators, and industry stakeholders in designing more effective and inclusive 

data protection policies. 

Despite its contributions, this research acknowledges certain limitations. The study primarily 

relies on doctrinal and qualitative analysis, which may not fully capture the empirical realities of data 

protection practices across different sectors. Additionally, the rapidly evolving nature of digital 
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technologies and regulatory developments may render some findings time-sensitive, requiring 

continuous updates and further investigation (Soepeno et al., 2025). The scope of the research is also 

limited to the Indonesian context, which may affect the generalizability of its conclusions to other 

jurisdictions. 

Future research is therefore recommended to adopt empirical and comparative approaches that 

can provide deeper insights into the effectiveness of data protection regulations in practice. Studies 

focusing on sector-specific challenges, such as financial technology, healthcare, and e-commerce, 

would further enrich the understanding of data protection issues. Moreover, comparative analysis with 

other countries in the ASEAN region could offer valuable lessons for harmonizing regulatory 

frameworks and enhancing cross-border data governance (E. Mohamed, 2022). In conclusion, 

addressing the challenges of personal data protection in the digital era requires not only robust legal 

frameworks but also effective implementation, institutional capacity, and continuous adaptation to 

technological change. 

LITERATURE REVIEW 

The scholarly discourse on the legal protection of personal data in the digital era has evolved 

significantly alongside the rapid advancement of information and communication technologies 

(Uvarova, 2024). Contemporary literature emphasizes that personal data protection is no longer merely 

a subset of privacy law but has emerged as an autonomous legal regime that integrates principles of 

human rights, governance, and technological regulation (Adewumi & Jolaosho, 2022). In Indonesia, 

the enactment of Law No. 27 of 2022 on Personal Data Protection reflects a growing alignment with 

global regulatory standards; however, academic debates continue to highlight structural, institutional, 

and normative challenges in its implementation. This literature review synthesizes key theoretical 

frameworks and expert perspectives to construct a comprehensive analytical foundation for examining 

the challenges and regulatory framework of personal data protection in Indonesia. 

The first theoretical foundation employed in this study is the Right to Privacy Theory, which 

was prominently articulated by Samuel D. Warren and Louis D. Brandeis in their seminal 1890 Harvard 

Law Review article at Harvard University, United States (Ali, 2025). Warren and Brandeis 

conceptualized privacy as “the right to be let alone,” emphasizing the protection of individuals against 

unwarranted intrusion (Sinulingga, 2022). This theory has since evolved into a broader human rights 

framework, influencing international legal instruments such as the Universal Declaration of Human 

Rights and the International Covenant on Civil and Political Rights (Imasepti & Mahmudah, 2024). 

According to Alan F. Westin, a leading scholar from Columbia University, United States, in his 1967 

work “Privacy and Freedom,” privacy is understood as the claim of individuals to determine for 

themselves when, how, and to what extent information about them is communicated to others 

(Archibong & Egharevba, 2023). Westin’s conceptual framework introduces four states of privacy 

solitude, intimacy, anonymity, and reserve which provide a nuanced understanding of informational 

self-determination (Nawawi, 2022). In the context of this research, the Right to Privacy Theory 

underpins the normative justification for personal data protection as a fundamental right, directly 

addressing the main problem of safeguarding individual autonomy in the face of digital surveillance 

and data exploitation. 

The second theoretical framework is the Regulatory State Theory, developed by Giandomenico 

Majone in 1994 at the European University Institute, Italy (Makarim, 2020). Majone’s theory explains 

the transformation of the modern state from a provider of public services to a regulator that governs 

through rules, standards, and oversight mechanisms (Afzal, 2024). This theory is particularly relevant 

in understanding how governments respond to complex technological challenges through specialized 

regulatory bodies and legal instruments. Complementing this perspective, Julia Black of the London 

School of Economics, United Kingdom, in her 2002 work on “Critical Reflections on Regulation,” 

introduces the concept of “decentered regulation,” which recognizes that regulation is not solely the 

domain of the state but involves multiple actors, including private entities and civil society (Diksha & 

Singh, 2025). Black’s framework emphasizes the importance of coordination, accountability, and 

adaptability in regulatory systems (Cupido, 2023). In relation to personal data protection in Indonesia, 

Regulatory State Theory provides a lens to analyze the effectiveness of institutional arrangements, 
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enforcement mechanisms, and the role of both public and private actors in ensuring compliance with 

data protection laws. It directly addresses the research gap concerning the lack of integration between 

legal norms and institutional practices. 

The third theoretical approach utilized in this study is the Cyberlaw and Technological 

Determinism Theory, notably advanced by Lawrence Lessig in 1999 at Harvard Law School, United 

States (Nudan et al., 2024). Lessig’s influential proposition that “code is law” highlights the regulatory 

function of technology itself, arguing that software architecture can shape and constrain behavior in 

ways comparable to legal rules (Wibowo, 2025). This perspective is further developed by scholars such 

as Joel R. Reidenberg of Fordham University, United States, who in 1998 introduced the concept of 

“Lex Informatica,” referring to the governance of digital environments through technological standards 

and protocols (Bennett & Bayley, 2025). The conceptual framework of this theory underscores the 

interplay between legal regulation and technological design, suggesting that effective data protection 

requires not only legal compliance but also the incorporation of privacy-enhancing technologies (Hasan 

& Putra, 2025). In the Indonesian context, this theory is particularly relevant in addressing 

contemporary challenges such as cybersecurity threats, cross-border data flows, and the role of digital 

platforms, thereby linking directly to the research problem and the need for adaptive regulatory 

frameworks. 

The development of these three theories demonstrates a shift from traditional, state-centric legal 

approaches toward more complex and interdisciplinary models of governance (A. D. V. L. Sharma, 

2025). The Right to Privacy Theory has expanded from a narrow focus on individual autonomy to 

encompass collective and societal dimensions of data protection, particularly in the era of big data and 

artificial intelligence (Pittiglio et al., 2020). Regulatory State Theory has evolved to recognize the 

importance of networked governance and multi-stakeholder collaboration, reflecting the realities of 

globalized digital ecosystems (Taufan & Sara, 2025). Meanwhile, Cyberlaw Theory has advanced to 

incorporate emerging issues such as algorithmic accountability, data sovereignty, and digital ethics (文
, 2023). The convergence of these theoretical developments provides a robust foundation for analyzing 

the multifaceted nature of personal data protection in Indonesia. 

From a contemporary perspective, these theories remain highly relevant but require contextual 

adaptation to address current challenges. Westin’s notion of informational self-determination is 

increasingly tested by the pervasive collection and processing of data by digital platforms (Musmualim 

et al., 2024). Majone and Black’s regulatory frameworks must contend with issues of regulatory 

fragmentation and limited institutional capacity in developing countries (Stepenko et al., 2021). 

Lessig’s “code is law” thesis gains renewed significance in the context of artificial intelligence and 

automated decision-making systems, where technological design can have profound implications for 

individual rights (Biantoro, 2024). By integrating these perspectives, this research seeks to bridge the 

gap between normative principles, institutional realities, and technological dynamics. 

The application of these theories to the main research problem reveals several critical insights. 

The Right to Privacy Theory highlights the fundamental importance of protecting individual rights, 

thereby framing the normative basis of the study (Karisma, 2025). Regulatory State Theory addresses 

the institutional and governance challenges that hinder effective implementation of data protection laws 

in Indonesia (Prodanov, 2021). Cyberlaw Theory, on the other hand, emphasizes the need to consider 

technological factors in designing and enforcing regulatory frameworks (Bharati, 2024). Together, these 

theories provide a comprehensive approach to understanding the complexities of personal data 

protection. 

Furthermore, the theoretical frameworks are closely linked to the identified research gap, which 

lies in the insufficient integration of legal, institutional, and technological dimensions in existing studies 

(Supriyanto et al., 2025). By employing an interdisciplinary approach, this research aims to fill this gap 

and offer a more holistic analysis. The theories also inform the formulation of research questions by 

guiding the examination of legal provisions, enforcement mechanisms, and technological challenges. 

In terms of research objectives, the theoretical framework supports the analysis of regulatory 

effectiveness and the development of policy recommendations. 
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The benefits of this theoretical approach are multifaceted. Theoretically, it contributes to the 

advancement of legal scholarship by integrating diverse perspectives. Academically, it provides a 

comprehensive reference for future research on data protection. Practically, it offers insights for 

policymakers and practitioners in designing more effective regulatory frameworks. The synthesis of 

these theories also underscores the novelty of the research, which lies in its integrative and context-

sensitive approach to personal data protection in Indonesia. 

In conclusion, the literature review demonstrates that the protection of personal data in the 

digital era requires a multidimensional analytical framework that combines principles of privacy, 

regulatory governance, and technological regulation (Fibrianti & Holish, 2022). The integration of the 

theories proposed by Warren and Brandeis, Majone, and Lessig along with the contributions of Westin, 

Black, and Reidenberg provides a comprehensive foundation for addressing the main research problem, 

bridging the identified research gap, and achieving the research objectives. This theoretical synthesis 

not only enhances the analytical rigor of the study but also reinforces its relevance in responding to 

contemporary challenges in personal data protection. 

RESEARCH METHODS 

The methodological framework of this research is grounded in a qualitative paradigm that seeks 

to explore, interpret, and critically analyze the legal protection of personal data in the digital era within 

the Indonesian context. A qualitative approach is particularly appropriate for this study because the 

subject matter involves complex legal norms, institutional dynamics, and socio-technological 

interactions that cannot be adequately captured through quantitative measurement (Hutchinson & 

Treščáková, 2021). Instead, the qualitative method allows for an in-depth examination of legal texts, 

policy frameworks, and stakeholder perspectives, thereby providing a comprehensive understanding of 

both the normative and empirical dimensions of personal data protection (Kapoor & Sahoo, 2025). This 

approach aligns with the standards of high-quality international legal research, particularly those 

adopted by journals such as the Journal of Lex et Justitia, which emphasize analytical depth, contextual 

sensitivity, and theoretical integration. 

The research design employed in this study is a socio-legal or doctrinal-empirical design, 

combining normative legal analysis with empirical insights derived from selected informants (Gurkov, 

2020). The doctrinal component focuses on examining primary legal sources, including Law No. 27 of 

2022 on Personal Data Protection, related regulations, and international legal instruments, in order to 

assess the structure, principles, and scope of Indonesia’s data protection regime. This is complemented 

by an empirical component that captures how these legal norms are interpreted, implemented, and 

experienced by relevant stakeholders (Jariyah et al., 2023). The rationale for adopting this hybrid design 

lies in the recognition that legal protection cannot be fully understood solely through statutory analysis; 

it must also be evaluated in terms of its practical application and effectiveness within real-world 

contexts (R. Mohamed, 2022). By integrating doctrinal and empirical perspectives, the research is able 

to address the identified gap between normative provisions and implementation practices. 

The location of this research is situated within Indonesia as a national legal jurisdiction, with a 

particular analytical focus on institutional actors operating in major urban and administrative centers 

such as Jakarta, as well as digital platforms that operate across territorial boundaries. The selection of 

Indonesia as the research locus is justified by its status as one of the largest digital economies in 

Southeast Asia, characterized by rapid technological adoption and increasing reliance on digital 

services. Furthermore, the recent enactment of comprehensive personal data protection legislation 

makes Indonesia a highly relevant case study for examining the challenges of regulatory adaptation in 

emerging economies (Krasniqi, 2020). The inclusion of both centralized regulatory institutions and 

decentralized digital environments allows the research to capture the multi-layered nature of data 

governance. 

In line with the qualitative design, this study does not rely on statistical sampling but instead 

employs purposive sampling to identify key informants who possess relevant expertise and experience 

in the field of personal data protection (Kalina, 2025). A total of eight informants were selected to 

ensure diversity of perspectives while maintaining analytical depth. These informants include legal 

scholars, government officials, digital platform practitioners, and civil society representatives. Each 
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informant is assigned a pseudonym to ensure confidentiality and ethical compliance. The first 

informant, referred to as “Dr. A,” is a senior lecturer in cyber law at a prominent Indonesian university, 

selected for their academic expertise in data protection law. The second informant, “Mr. B,” is a 

regulatory officer at the Ministry of Communication and Informatics, chosen for his direct involvement 

in policy implementation. The third informant, “Ms. C,” is a legal counsel at a leading e-commerce 

company, providing insights into private sector compliance practices. The fourth informant, “Mr. D,” 

represents a digital rights advocacy organization, offering a civil society perspective on data protection 

issues. 

Additional informants include “Prof. E,” a constitutional law expert with extensive publications 

on privacy rights; “Ms. F,” a cybersecurity specialist working in a national agency; “Mr. G,” a data 

protection officer in a financial technology firm; and “Ms. H,” a policy analyst focusing on digital 

governance. The selection of these informants is based on their relevance to the research questions, their 

professional roles, and their ability to provide informed and credible insights. The diversity of 

informants ensures a balanced representation of viewpoints, thereby enhancing the validity and 

reliability of the findings. 

Data collection in this study is conducted through a combination of document analysis and 

semi-structured interviews (H. Mohamed et al., 2022). Document analysis involves the systematic 

review of legal texts, policy documents, academic literature, and relevant case studies to establish the 

normative framework of personal data protection in Indonesia (Varbanova, 2021). This method enables 

the researcher to identify key principles, regulatory gaps, and comparative benchmarks. Semi-structured 

interviews are conducted with the selected informants to gather qualitative data on their experiences, 

perceptions, and evaluations of the existing regulatory framework (Cheng & Jia, 2025). The use of 

semi-structured interviews allows for flexibility in exploring emerging themes while maintaining a 

consistent focus on the research objectives. 

The data analysis process follows a thematic and interpretative approach, involving several 

stages of coding, categorization, and synthesis (Agbelade, 2024). Initially, the collected data are 

organized and transcribed to facilitate systematic analysis. Subsequently, open coding is employed to 

identify recurring themes and patterns related to legal protection, regulatory challenges, and institutional 

practices. These themes are then refined through axial coding to establish relationships between 

different categories, such as the interaction between legal norms and technological factors. Finally, 

selective coding is used to integrate the findings into a coherent analytical framework that addresses the 

research questions (Hafiz, 2024). 

To ensure the credibility and trustworthiness of the research, several validation techniques are 

employed (Pengju, 2025). Triangulation is achieved by comparing data from multiple sources, 

including legal documents, academic literature, and informant interviews (Pengju, 2025). Member 

checking is conducted by sharing preliminary findings with selected informants to verify the accuracy 

of interpretations (Balboni, 2020). Additionally, the research maintains transparency in its 

methodological procedures, enabling replication and critical evaluation by other scholars. Ethical 

considerations are also strictly observed, including informed consent, confidentiality, and the 

anonymization of informant identities (Kumalaratri & Yunanto, 2021). 

The technique for drawing conclusions in this research is based on inductive reasoning, which 

involves deriving general insights from specific observations (Hu et al., 2022). The findings from 

document analysis and interviews are synthesized to generate a comprehensive understanding of the 

effectiveness of Indonesia’s personal data protection framework. This process is guided by the 

theoretical frameworks outlined in the literature review, ensuring that the conclusions are grounded in 

established legal and conceptual principles. At the same time, the inductive approach allows for the 

identification of new patterns and insights that contribute to the novelty of the research. 

The methodological approach adopted in this study is closely aligned with the research 

objectives, which seek to evaluate the adequacy and effectiveness of legal protection for personal data 

in Indonesia. By combining doctrinal analysis with empirical inquiry, the research is able to address 

both the normative and practical dimensions of the issue. This integrative approach also responds to the 
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identified research gap, which highlights the need for a more holistic understanding of data protection 

that incorporates legal, institutional, and technological perspectives. 

In terms of theoretical contribution, the methodology supports the application of 

interdisciplinary frameworks, including privacy theory, regulatory state theory, and cyberlaw theory. 

Academically, the research design provides a robust model for future studies on data protection in 

similar contexts. Practically, the findings derived from this methodological approach are expected to 

inform policymakers, regulators, and industry stakeholders in developing more effective and responsive 

data protection policies. 

Despite its strengths, the research methodology acknowledges certain limitations. The reliance 

on qualitative data and a limited number of informants may constrain the generalizability of the findings 

(Alzawahreh et al., 2024). Additionally, the rapidly evolving nature of digital technologies and 

regulatory developments may affect the temporal relevance of the results. Nevertheless, these 

limitations are mitigated through rigorous analytical procedures and the use of diverse data sources. 

Future research is encouraged to expand upon this methodological framework by incorporating 

quantitative methods, such as surveys or statistical analysis, to complement qualitative insights. 

Comparative studies involving other jurisdictions may also provide valuable perspectives on best 

practices in data protection. Furthermore, longitudinal research could examine the evolution of 

regulatory frameworks over time, offering deeper insights into the dynamics of legal adaptation in the 

digital era. 

In conclusion, the qualitative, socio-legal research methodology employed in this study 

provides a comprehensive and nuanced approach to analyzing the legal protection of personal data in 

Indonesia. By integrating doctrinal analysis, empirical inquiry, and theoretical frameworks, the research 

offers a robust foundation for understanding the challenges and opportunities associated with data 

protection in the digital age. 

RESULTS AND DISCUSSION 

The findings of this research reveal that the legal protection of personal data in Indonesia, 

particularly following the enactment of Law No. 27 of 2022 on Personal Data Protection, represents a 

significant normative advancement but remains constrained by structural, institutional, and 

technological challenges (Bholasing, 2022). Through a qualitative socio-legal approach combining 

doctrinal analysis and empirical insights from selected informants, this study identifies a persistent 

disparity between formal legal provisions and their effective implementation. This central finding 

directly addresses the main research problem, namely the extent to which Indonesia’s regulatory 

framework is capable of ensuring comprehensive protection of personal data in the digital era. 

From the perspective of the Right to Privacy Theory as articulated by Samuel D. Warren and 

Louis D. Brandeis and further developed by Alan F. Westin, the findings indicate that Indonesia’s legal 

framework has formally embraced the principle of informational self-determination (Gou & Wu, 2024). 

The Personal Data Protection Law explicitly recognizes individual rights such as the right to access, 

correct, and erase personal data (Saware, 2024). However, empirical data from interviews with 

informants suggest that these rights are not yet fully realized in practice. Informants such as “Dr. A” 

and “Prof. E” emphasized that public awareness of data privacy rights remains limited, thereby 

weakening the practical enforcement of these rights. This condition reflects a gap between normative 

recognition and societal internalization, which is a critical issue within the framework of privacy theory 

(GARNO, 2025). The implementation of privacy rights is further constrained by asymmetrical power 

relations between data subjects and data controllers, particularly large digital platforms. 

In relation to Regulatory State Theory as developed by Giandomenico Majone and expanded 

by Julia Black, the findings highlight significant institutional challenges in the governance of personal 

data protection (Napitupulu, 2022). The establishment of supervisory authorities mandated by the law 

is still in progress, leading to ambiguity in enforcement mechanisms. Informant “Mr. B,” representing 

a government regulatory body, acknowledged that overlapping institutional mandates and limited 

coordination among agencies hinder effective oversight. Meanwhile, “Ms. F,” a cybersecurity 



Rina Amalia 1, Dimas Yoga 2, Putri Maharani 3 (2026).   
Journal of Lex et Justitia Vol. 2 No. 1 2026 

E-ISSN : 3124-2502 
 

8 
 

specialist, pointed out that enforcement capacity is constrained by limited technical expertise and 

resources. These findings illustrate the incomplete transition toward a fully functional regulatory state, 

where the state’s role as a rule-maker and enforcer is not yet optimally realized (Hendrawaty & 

Bangsawan, 2020). The concept of “decentered regulation” is evident in the involvement of private 

sector actors; however, the absence of clear accountability frameworks undermines regulatory 

coherence. 

The application of Cyberlaw Theory, particularly Lawrence Lessig’s notion that “code is law” 

and Joel R. Reidenberg’s concept of Lex Informatica, provides further insight into the technological 

dimensions of data protection (Herryani, 2023). The findings reveal that legal compliance alone is 

insufficient without corresponding technological safeguards (Abdelaziz et al., 2022). Informants such 

as “Mr. G” and “Ms. C” emphasized that many organizations in Indonesia have yet to fully implement 

privacy-by-design and data protection-by-default principles. This gap between legal requirements and 

technological implementation exposes vulnerabilities in data security, particularly in sectors such as 

financial technology and e-commerce. The findings also indicate that cross-border data flows present 

significant challenges, as Indonesian regulations must interact with diverse international legal regimes 

and technological infrastructures. 

The research findings can be systematically summarized in the following table, which 

integrates key themes, theoretical perspectives, empirical insights, and their implications: 

Key Findings 
Theoretical 

Framework 
Empirical Evidence Implications 

Recognition of data 

privacy rights in 

legislation 

Right to Privacy 

Theory (Warren, 

Brandeis, Westin) 

Informants highlight low 

public awareness and 

limited exercise of rights 

Need for public 

education and 

empowerment 

mechanisms 

Institutional 

fragmentation and 

weak enforcement 

Regulatory State 

Theory (Majone, 

Black) 

Overlapping authority and 

limited coordination among 

regulators 

strengthening 

institutional capacity 

and clarity 

Lack of technological 

integration in 

compliance 

Cyberlaw Theory 

(Lessig, Reidenberg) 

Limited adoption of 

privacy-enhancing 

technologies by 

organizations 

Importance of 

integrating legal and 

technological solutions 

Challenges in cross-

border data governance 

Combined theoretical 

approach 

Informants identify 

regulatory inconsistencies 

and jurisdictional issues 

Need for international 

cooperation and 

harmonization 

Imbalance of power 

between data subjects 

and controllers 

Privacy and 

regulatory theories 

Dominance of large digital 

platforms 

Strengthening 

accountability and user 

rights mechanisms 

These findings directly relate to the identified research gap, which concerns the lack of 

integration between legal norms, institutional frameworks, and technological realities (Neves, 2020). 

The study demonstrates that while Indonesia has made significant progress in establishing a legal 

foundation for data protection, the effectiveness of this framework is limited by its partial 

implementation across these three dimensions. This gap is further reflected in the responses to the 

research questions. First, the regulatory framework exists but remains in a developmental stage. Second, 

the primary challenges include institutional fragmentation, limited enforcement capacity, and 

technological deficiencies. Third, the effectiveness of legal protection is constrained by these 

challenges. Fourth, the research identifies the need for comprehensive reforms that address legal, 

institutional, and technological aspects simultaneously. 

The findings also align with the research objectives, which aim to evaluate the adequacy and 

effectiveness of Indonesia’s personal data protection framework. By applying the three theoretical 
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perspectives, the study provides a multidimensional analysis that captures the complexity of the issue. 

The Right to Privacy Theory underscores the importance of individual rights, Regulatory State Theory 

highlights governance challenges, and Cyberlaw Theory emphasizes the role of technology (Gulati, 

2024). Together, these theories enable a comprehensive evaluation of both the strengths and weaknesses 

of the current system. 

In terms of theoretical benefits, the research contributes to the development of an integrated 

framework for analyzing data protection in the digital era. It demonstrates that no single theory is 

sufficient to capture the complexity of the issue, thereby highlighting the value of interdisciplinary 

approaches (Sa’adah et al., 2024). Academically, the findings provide a rich source of empirical data 

and analytical insights that can inform future research. Practically, the study offers concrete 

recommendations for policymakers, including the need to strengthen institutional capacity, enhance 

public awareness, and promote the adoption of privacy-enhancing technologies. 

The discussion of these findings in relation to previous research further reinforces their 

significance. Earlier studies have highlighted similar challenges in other jurisdictions, particularly in 

emerging economies, where rapid digitalization often outpaces regulatory development (Barutu, 2025). 

However, this study extends previous research by providing a more integrated analysis that combines 

legal, institutional, and technological perspectives. For example, while prior studies have emphasized 

the importance of legal frameworks, this research demonstrates that legal provisions must be supported 

by effective enforcement mechanisms and technological implementation. 

The main problem identified in this research the gap between normative regulation and practical 

implementation is consistently reflected in both the findings and the broader literature. Previous studies 

have noted that the mere existence of data protection laws does not guarantee effective protection, a 

conclusion that is strongly supported by the empirical evidence presented in this study (Mustagfiroh & 

Khoirina, 2025). Similarly, the research gap identified at the outset is addressed through the integration 

of multiple theoretical perspectives, providing a more comprehensive understanding of the issue. 

The formulation of research questions is also validated by the findings, as each question is 

systematically addressed through the analysis. The study confirms that Indonesia’s regulatory 

framework is still evolving, that significant challenges remain in its implementation, and that there is a 

need for continuous adaptation to technological developments. The research objectives are thus 

achieved through a combination of doctrinal analysis and empirical inquiry. 

The benefits of the research, both theoretical and practical, are clearly demonstrated through 

the findings. Theoretically, the study advances the understanding of data protection by integrating 

multiple perspectives. Practically, it provides actionable insights for improving regulatory frameworks 

and implementation strategies. Academically, it contributes to the body of knowledge on digital law 

and governance, particularly in the context of developing countries. 

In conclusion, the results of this research underscore the complexity of ensuring effective legal 

protection of personal data in the digital era (Marune & Hartanto, 2021). While Indonesia has made 

important strides in establishing a regulatory framework, significant challenges remain in its 

implementation. By linking the findings to the main problem, research gap, research questions, and 

research objectives, and by applying the three theoretical frameworks, this study provides a 

comprehensive and nuanced analysis of personal data protection in Indonesia. The integration of legal, 

institutional, and technological perspectives not only enhances the analytical depth of the research but 

also highlights the need for a holistic approach to addressing the challenges of the digital age. 

CONCLUSION 

The conclusion of this research demonstrates that the legal protection of personal data in 

Indonesia within the digital era has undergone significant normative development, particularly through 

the enactment of Law No. 27 of 2022 on Personal Data Protection. However, as derived from the 

findings and discussion, the effectiveness of this legal framework remains constrained by substantial 

challenges in implementation, institutional coordination, and technological adaptation. The study 

confirms that while Indonesia has formally aligned its regulatory structure with global standards of data 
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protection, the practical realization of these protections is still in a transitional phase, thereby reinforcing 

the central problem identified in this research. 

Based on the results, it is evident that the recognition of personal data protection as a 

fundamental right reflects the influence of the Right to Privacy Theory, particularly the notion of 

informational self-determination. The legal framework provides a comprehensive set of rights for data 

subjects, including access, correction, and erasure of personal data. Nevertheless, the discussion reveals 

that these rights are not yet fully operational in practice due to limited public awareness, weak 

enforcement mechanisms, and unequal power relations between individuals and data controllers. This 

indicates that the normative dimension of privacy protection has not been sufficiently internalized 

within the broader socio-legal environment, thus creating a gap between legal recognition and practical 

enforcement. 

Furthermore, the research highlights that the challenges in institutional governance, as analyzed 

through the lens of Regulatory State Theory, significantly affect the effectiveness of personal data 

protection in Indonesia. The findings demonstrate that regulatory fragmentation, overlapping authority 

among institutions, and limited supervisory capacity hinder the consistent application of data protection 

laws. The absence of a fully operational and independent supervisory authority further exacerbates these 

challenges, leading to uncertainty in enforcement and accountability. This condition confirms that the 

transition toward a fully functional regulatory state in the domain of data protection is still incomplete, 

requiring substantial institutional strengthening and coordination. 

In addition, the study underscores the critical role of technology in shaping the effectiveness of 

legal protection, as emphasized by Cyberlaw Theory. The findings reveal that many organizations have 

not yet integrated privacy-by-design principles or adequate cybersecurity measures into their 

operational systems. This technological gap undermines the implementation of legal norms and exposes 

personal data to risks such as breaches and unauthorized access. The discussion further indicates that 

cross-border data flows and the global nature of digital platforms present additional complexities that 

cannot be addressed solely through domestic legal instruments. Consequently, the integration of legal, 

institutional, and technological approaches emerges as a key requirement for effective data protection. 

The synthesis of these findings confirms that the main research problem—namely the gap 

between normative legal provisions and their practical implementation—remains a defining challenge 

in Indonesia’s personal data protection regime. The study also successfully addresses the identified 

research gap by demonstrating the need for a more holistic and integrated analytical framework that 

combines legal theory, regulatory governance, and technological considerations. The research questions 

are comprehensively answered, showing that while a regulatory framework exists, its effectiveness is 

limited by structural and operational constraints, and that significant reforms are necessary to enhance 

its functionality. 

In relation to the research objectives, this study has achieved its aim of evaluating the adequacy 

and effectiveness of Indonesia’s legal framework for personal data protection. The findings provide a 

nuanced understanding of both the strengths and limitations of the current system, thereby offering a 

foundation for future policy development and academic inquiry. The theoretical contribution of this 

research lies in its integration of multiple perspectives, demonstrating that the protection of personal 

data requires a multidimensional approach. Academically, the study enriches the discourse on digital 

law and governance, particularly in the context of emerging economies. Practically, it offers actionable 

insights for policymakers, regulators, and industry stakeholders to improve the implementation and 

enforcement of data protection laws. 

In conclusion, the research establishes that the effectiveness of personal data protection in 

Indonesia depends not only on the existence of comprehensive legal provisions but also on the capacity 

of institutions, the level of public awareness, and the integration of technological safeguards. The 

findings emphasize that addressing the challenges of the digital era requires continuous adaptation, 

stronger regulatory coordination, and a commitment to upholding fundamental privacy rights. By 

linking the results and discussion to the broader theoretical and practical context, this study provides a 
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coherent and comprehensive conclusion that underscores the importance of a holistic approach to 

personal data protection in Indonesia. 
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